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lgg*« i 1 

ct. 

jag y y-^cosgi-y-y-ts' H fciatf y y-?oiif^ty M::ffl ; fl&&<*-B:3r.tu: 
y y-^oii t^t ? h *j i vib© y y-^®iif^ty b«r-&tfffiifeai» y 

x - « ± © * u- - y y n * * t fe a , s» # 9 1 k lae <*> $y $ & e . 

3 ] . i.-^wiw. ' 

^**-fH$»18#-:xtt-UJl±w^**-yniryfTfc9* fio — X li n £A ± © * u 
li»*«4 ] 

▼ **-«M»«*l**, *u-yiHi*pyu-fe*«8t©n-7*w 1* y k s <s v>,.-c . - x r± n « 
w-ya?iflpffi*sfa-c. «i>i y - * of y h a» e> o-xtt-si±<omm y v — 
iviaig y y - * cd -y- y-t * h*>e>©-x[irja±©ia«y y - * otfl & . s>«mc 

±©iiJp<o^u-y$ijffli««Srib«)^S(*)ST, lofeiD y-^o-y-y-fe ^ h ^feo- 
xn ~ yictei!) y-x*jj;t/sisy y-^co-y-y-ty h*>bco-xi±r^±<Diaigy 
y-* ©$!i$£ . mmztiit-xft-&±<ox is-7uwmmt®Q %x z x sm&zti 

[IS*« 6 J 

tv^s, &s y y-^w-y-y-fe?/ h*>p><o-xiii:^±<o»^©«!fSy y-^tsiVEti 
y y-^co-y-y-fes' ha»p>co-;xii-ia±©#£cDi2tsy y - * © $« ffl £ , -xmai 

-XI*-&.±<0 * e>©-XI*-«±©4$Jg© j* i^-y^|®8l«^EU < 

-X«i-#±©#£©* u-y^ffli«fl}dsSfiEb-C# ttv**£-K. 
-3UiIim±©$rfc>i* u-y« JLo 
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* -fcl®8Hit<D#1S&fc£ J.o 
TV^5 > fS#9 l l-f2«w!H8ii&tt. 

*9 -m®mmt>>b<»-xK-&L±o$!&tf. sg 1 may y-^/^-^©f8jjifc 
im^JS. i o ] 

JS t T , 

fatty y-^miit^ty fatty y-*»©K>tta:Hi, 

^a y y-^©sityty KD*o ! sy y-^s*j<tu 5 iaisu y-^»$ityty h<z> 

fatty y-*&©£H£KR£-e:5fc&©, as-a y y-^wsif-y-fes/ htiaiiy v — 

( «fp KB. 

[S»*« 11] 

*&ay y-^jity-fey hojsiy y »*j * vies y y-^ro&i-y-y-fe? h n 
tatty y-*&©£3E#, aa y y-xoasi-y-y-irs' us* u<fatt y y-^©g 20 

1 0 iiiB«<D««i«e. 

[f*#JS 1 2 ] 

£ c-c , *&a y y-^of 2t/ty h *s £ tatt y v-x<o$52-v-7-ty h z-sttm 2 
sin y-*y^-y£?ift-f5±pK«fifc$ix-r*5»), s 2»a y y- * r 
&a y y-*©*3-a»e>#<!ay y-^©^2-y-y-fe 5 ' KSrS^u, 
*aa y y-x<D*^*»t > fattyy-^<om2-y-y-fes' hstS^l, io 

y-^o»2f^t!/ hSrfaigy y-^roS2t^ty K&a.flrtttt s -sr* i. t id 

t9. % 1 £9 y Vfr-zTfr biift^K $ K.2> . ft#« 1 KSB«c©$iJ®gg. 30 

[ft#J® 1 3 ] 

filDy-^Ollt^ts'Mi, -Xtt- E*±rofEtt«#* y h V — 9 (SAN) * 1* 

:/^Srffiffli-5rt^J:t). fattyy-*©$fii-y-y'-fes'H;:>n§8gg;**v. 
. sttyy-^©iB2-y-y-fe3'Mciifts^$jx. 
sisiayy-^^/V'-7'd»e>ii{t^«$H.5. a # 1 2{cse»««^s*. 

[ft*:® 1 4 ] 

SAN / — — V 9* tf- h M^SANy-=y?JfcllLUNU'<A'SANy-=y 
[ft*S 15] 

J?-** «fc 9*J?££ *t, J.o 

v^a, f**« i fcfae©iB»8B. 

[»** 16] 
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it), 

JUiiy y-^oigif-^-fes' h *5 J; tit IB i» y y-^o^i-y-y-ts/ h&^trSi&sy y 
S fc Sr t t el 5 *aa y y - * tr fit a ;trifc. 

tft#>S 1 7 ] 

* f -uwmm&mtii-r z & , -xmgioyBt -yy-i-cuff £ ttST* Tr- 
aill ®yp -lr*£§B te-r 5II«rt*> E.o 

$*tS-XttrW±©^u-yyn-lr^SrM^-t-5XSSr-&tf, 6 K 12 «t <0 # £ 

[tt*« 18] 

SrBltei- S XgSr^.tf . !t#Jg 1 6 £ C ft 0 # tfc . 
[»#JS 1 9 ] 

* u-^HftlT'Dt^lSOD-f-f V ^ K S -3 V* T , Jii!) y-^©t^ty Fi>?,0 

-xttx«±<o*ftsy y-*i3«fctff2ity y-^of ^ty h a» e> o-xi42h±oe« 

[§5I*JS 2 0 ] 

itfsa® y y^^ro-y-y-ty h a» w±©fBtg y y-*©ffii$«r, igjon 

«i 6 

[!&#JS 2 1 J 

*>b<n-xft-u±<oft%<»xi'-7ffl®mm\zi-vizwir)%xt3tix^z>. aay y- 
^©•y-y-fey hA»f>©-xttr£i±©#]i©jt!ii9 y-**ij:u:f21iy y-^o-y-y-fes/ 
h^e><o-xiir«±ro#^roiE»y y - * © $d & & . - x i± x y ± * u - y fti » «1i 

2 2 ] 

u-y^j«i«fl}ic. toil) y-*:fc < fcu<f5lgy y-*©iw®£f?$i9£-c-*-6-=i';* ; ? 

-$iJ®««lrMli-&tf . if #>B l 6 Ic IE 
[fl*9 2 3 ] 
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[if 2 4 ] 

ftais i tfiaii&£3!#l::£-3v>T£j££ftS, S»#JSi 6»c|E«<o*fe. 

[K!*« 2 5] 

ftay y-^oiitytj/ n:isit5j&i!) y-^o»©awt it, 

MrfeltSIBtty y - * <D & <D £ 5 Sr 5R$45fc»», »1 p y-^oi 1 t^t > h 10 
isitflii!) y-*©|g l -y-y-fe y f * M i fcff* 5 - Xttll« 

[§S#>® 2 6] 

*aay y-^©si ty-ty Mcjsit 5 ft a y y-^©a*jit^iatty y-^c$ity 
•fey nc*jitsE«y y-^o»<oS3i^, ftay y-*©ssi f-y-fc * h *s ± vie is y 

, * $ tlZ . ft**! 2 5 tfB«(0*«fe o 

[§S#* 2 7 ] 

^ -«9«i«fliA» e> ©- xtt- w±o^^irjs: ct> ftay y-^0|2t^ty h*J 
it^istsy y-^«)«2tyt5/ h&^tf$&2&ay y-^^-ysrJii&l-s-xii- 20 

fta y y - * © ©fta y y ©IB 2 ^ 7* y h ©sift, 

ftay y-*©«-g-a>e>©fBi&y y-*©s&2f-:/-&y hornm. j.o 

stsy y-^©i2t^ty h ~ © ft a y y-*<D^2-y-y-fe;> h (omm&m^ * o x . 

siifeayy-^^-'i'-y^^tiisiKa^iBjH-cv^s, h^jsi 6 icsa«©:frifc. 

[||*« 2 8] 

ftayy-^romi-y-^-fefhi4 s x-xii-«±roiBttM«^5/K57-^ (san) 
y^^ffiffli-srtic^oTiEity y-7©si ■y-T'-fes' Mciifi8i£$;ft, 

ftay y-^0^2t^-fey h ^ -Xf*-.et±©SAN*-l' SrffiffltSwiCto 

I2gl!i v - * >r >\> — -?ft , ^^y/^ivsANy-sv^t^rtia o r & 1 g£ 
ay y-^y^-r^feaft^iBSftT^s. 11*9 2 7 ciae©* &. 

[IS*J5 2 9 ] 
3 0 ] 

imxm 3 i ] 

ftayy-^Sr^a^5fcft(D-xii-ei±<o^ < p-ro-xii~£Ji±©v'-^>'^sr€x5 
<d 4 <o - x i± _ « ± o> *s - * > * & mn -r s t , y o -t ? -y-# , 

c t , ftay y-^o^i-y-^-ty h *; i tfiEtg y y ©sg 1 -y-y-t? y h Ml 1 ^ 
ay y-^i/^-ySraSci-^J; 5K$8f££*t-c^5-X«i-W-t©* v-7ffl'&mm$: so 
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to a y y-^©l^i»?)l6i!) y-^oSit^t-> h £ ^ & L , 

[38§H©8*»fcK9]] 
[ 0 0 0 1 ] 

[£93©M1- 5 &»#!?] 

*3893I4-JJSK, f-^ttaKBBi-S. * 38 W tt' ; a y t a-f ^ s ? # x ) y K £ iBI 
[ 0 0 0 2 ] 

[j6Si!«ftLt5it5Si] 

■116**5 J: tfif'f h r ft f> ff> g & £ 5 K »i , 

ttli L £ t # # o T V* 5 . 
[ 0 0 0 3 ] 

loro^SfcLT, <&©^38<D(t&0!>^y^'fb*li:I^C^9fl-E«$*tfc, IS ^ # if W 
hOi&mV h & Lfc. 9 fc*SiSSSti&S:tt3!.&, Exodus, Ab 

o v e N e t , GlobalCenter t£ i? <0 b #1 M X' Z Z . C ft b © tS & K .fc 

[ 0 0 0 4 ] 

{t^&tTfcfeft fttf ?> ft w <D J; 5 ft J£ St *C & ffl £ ft ± % <r> 1§« x 9 J o s?-» 
te3tT-©*©igg&mro^ibjiiR, SI, Bi u r »te * fo 5 . fa 

fttffcfcfcv*. fJl^li, ifl:MMt5 fc » in * & # St £ jS£ d» *> P y-*S®*5 

it/55*P y-^Sr^JH-f 5sK»5^fc5. #<»1fS#i4, * ffl t ft ^ * - 9 m » 
5»AIHt, &£i-rsia±lcf|frfcnc#^ !> y-^lrS*t5;^ + »iSISr 

[ 0 0 0 5 ] 

*S&g!fc:fe£t>, if-'<, y7'H>*7, m^lSS Sr^tf £fr 2? i£ £ « * L T > ^ 
[ 0 0 0 6 ] 

$f,IC, *gB#!€:fcg#£3-f 5 ? * h<0£>g£#l4m&S r\ i# Ltf Ltf fe5<, 

g left 5. te©££Tli, * * * :/ if >< fl- SB S It Ik % X * K eg £ ft fc <& <*> ± X 

[ 0 0 0 7 ] 
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§)fcn — K^7^tflC i s c o Systems, I n c . L o c a 1 Dire 
ctor, F5La,b lOB i g IP, AletontDWeb Director ft if "Cr 

h 5. lot^f h tt#/f £ ix S fc <b 9, :ti{:iot!)x ^-/<5U tt/W /< — 

* * F/D b^/l^ (HTTP) ^JjUeSta-CtSa^ ryy^-i/aVav?^^^^^ 
[ 0 0 0 8 ] 

r <o i 9 ft»ft5«»5''*- y *<a&oj!»£, HA.HiB, 0 1 Clc^t, HAtiV 
ffcft £ * h n y^HtfcO, C-PU1 0 2 J3 J: fff -f ^ * 1 0.4«r^tf»-©' 10 

^yfa-r^^ll^itlivv/y i o 0 frb$LZ> 0 *s >- 1 0 0 tt , v * — * y h 
HXft ?> ixS ^ y f£&*tx-**>y b !7 — ^ 1 0 6, S fctttt® * y h 

P-*fc»»£*i-CV*S. vi/y i o Oli, ±» Lfc * *f ^«)^-fif f - if * rtfctt* 

[ 0 0 0 9 ] 

K/<7^1fll2£&j^£;h,T^5 0 p - K/< 7 V t (i t-^H h 7 7 ^ 5/^«r^it 

£ ftT v> ft ^ F77>{ y^^b«S-f5^:«6^7r-fT^^-yu^^tf^ 20 

[0010] 

12 1 C ft, ^yt-/^Wl, W 2 ft if (OS % T^y^-^3^^-/^Al N A 2 ft ¥ <D 
Jl^fcJctfT*-*'* — ^ — /< D 1 , D 2ftifOf«:ttr3it-/<7r-A l 2 OS:^ 
i" 0 if HTTPI*(^^t$t*lcSS:itf>n5o T^y^-v^a^^- 

j* , ryy^-^3>-ci^5/^o^:gs^?riifT"r5o 5 ff -*'< — — /<r±* x - * 

-^fStiX^xA (DBMS) y7l>!)x7^lffti, 
[001 1 ] 

9, lift S£«T***<D|!3-0{t*#£ t s r <h left 

v [ 0 0 1 2 ] 

t£ * o # o gij oFbI J@ . y y-^^i^7y^y^t'fc5. ^^^IfYMi.SftS 

n - y<otz a ft mm ft -eg#K£gi--5 r t ^-c * ft v> r. £ * fo 6 0 teo^r^ 
/B £ ixT v>ft^ e ft^Oiffc-Ctt. »a^ = *bfc*ofc0i&llS*i:a^££fc<, tf 40 
5 7 y * £ JL o 6 i: I* , BJ8ftraH"Cfe5o #<<D£:n:/iJ->f hfil^^/^y^ 
[0013] 

^7r^Atr^fflr^sao^j£jc^^T^a-f^*:tft^ffi«lfeWli, £r L^iJ--^* 

[0014] 50 
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[0015] 

fit ifcg-Cife 5 „ 
[ 0 0 1 6 J 

£ :»i 5 ft t£ 31 ^ a£ ^ v tr » — 7* x a «h ^rotgj&ftgi&JIy' - K £ #J 

[0017] 

*ffig<c^y^a-f ^y/*ig (.r 3 yifa-f -<y/^J ? Kj ) tcS<J% 

? \) y K fl , -XIJZEl±©VLAN^>f y^*; < J;U!-Xll-«±wia«®^^ y h 7 - 
* (SAN) MyfK»8J}ifc*»l^ftf3yt>-f^i'/SSi$^T^5 

yKSr^LT> -XttI»J:»3Vea-f ^ X * fc S 51 W fc ft ft $ * T t> i V^ 0 V 
LAN7>f yf OloO^-Hl, << is 9 h if tf> fl- * v V V — ■!? Z il 2> 

. 1, t^J"**: VLAN^-fyfftiVSAN^^yfCg 

[0018] 

X tt - W±©1SJS^-^ 7 r - ^ (VSF) JfcB'fV^^Vhf-^t^i' (IDC) 
[0019] 

bSrSiRtS-MCfcoT I D C * % & 1" 5 J: 5 * i' - ~f U #P -f o * * I- £ J* "** * 
I^fc^fc?. !> . fo 5 ft A # & T U fc * ^ - 7 U »« *S ttS&S) £ H 5 

[ 0 0 2 0 ] 
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[ 0 0 2 1] 

* tf) * ft ^ T R - <z> # ffi # ^ «: PI « <a m m Z ^ b T ^ 5 o 

[ 0 0 2 2 ] 

i:(i3Sti:Wy^/Uf*)55p ffi.o«T?tt, *« W & * & ^ I- # a> D lc < < ft o T 
14 5 <0*lH]Si-5fc4?)^ x gE*n <D«3g*> i tfggj&s :/ n y * Jt* £ 4xT v> £ 0 10 
[ 0 0 2 3 ] 
Ht-/<7r-A (VSF) 

-Hi£#n- <t * t , *8Sft^e a -7^/ii ( r 3 yta-f^y^^y ^ kj 
( <SSih-^7r-A (vsf) #a«ii^©v s F^JSStfclf f 

ft 5 #V S F tt£T <D ISri^ia® (D V S FjS^ftSJ ft T 5 0 V S F J* 

- v b7-t (VPN) r t fc J: *) . K€KgJ£-f- * - 

t # X £ 5 . 
[ 0 0 2 4 ] 

Ml** a^tTa-*^©^ 4fctt/k- h) f i/^t^Sr 

HfTt. :tlb03yfa-^iJ$gJtLtn-^;i,xy7^^!7-^ (LAN) ©£ 

i?*-C#5 0 — Jtttfflfc £ 5 fc\ rhli, V s F ©Sfc^RfftfttttfcttKis £ tf*§/h-f -5 30 
I [ 0 0 2 5 ] 

[ 0 0 2 6 ] 

filio — ft if , ilffi^g^fflt-Sdoarbft^^vt'^-x^^^^^o^^jfiS:* 
>f ^^M7-^v^*jJ:t;i5tS^^Jc»tT. StfSP @jf£ £tf ft 9 , u - vf± 

•>^7^©§)»)f % "fc mm#)«< > ? y * & ^ . */*7- j±\z.&nz>*y\f zl—t 

[ 0 0 2 7 ] 50 
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<d v s f ) \z *5 »t s 3 v f ^ - 9 \z & & m ft k 12 * *r a -c fc o > a y tr a - * ^ y y k-k 
mftmmuzG *> , rtitt^^ov s Ft**** v*-^* ^sr«a«n-5 0 ^ 

f ^ - v^^y y h^z&V Z =* > V 4 y <D&±mRZ&'$lLtz Q 

[ 0 0 2 8 ] 10 

-t«^tt^3Vfc p 3 .-r>r>'^^y * K^«So^" K «? ^ T lc*3 ^T*J6 $ ft 5 T * 

1 0 0 2 9 ], ( 
©J«^u-y|l, #VSFOft»KPS?-«rll(IPt5. ©J^l^U-Vli - - 

©19, C ft h Sr^ffl LTfil* ftir-^:7 r - A8U££ff j£-f 5 r t » ^imxh 6 e ft <b 20 
Idi, K£$ftS t> <7>-C fifties, p - 9 »c £ o TgSfeS $ ftfcSUi <? * zf * — 

[ 0 0 3 0 ] v 

- ^ U: 43 ft * , ayfa-^^P y KCo^taHt^o , * S I* , 3 f ^ - * ^ 

yyK£Jk«*s>h!7-* (WAN) ±T*#1&£^£^£lCOl*-CtfclE-t-5o . 30 
[ 0 0 3 1 ] 

13 2 I* , n-^;V3y^a-f^^/5 y K 2 0 8 ^^tfttS^I^ ^^a-f >f 

-^;l/3yfa-r^?^!) v K 2 0 8 J* , £ & O 3 f ^ - T^V^BSfCPUl* 
C P U 2 , . . . CPUni&><bl&£ 0 H «l 091- V^ T , 10, OOOfiKl^^yifa- 

f^/st^#att^5o rix?>03^^ 3 .-r^>'^^^iis»os^ri:o««i 

A/TV^c D , ft#t51 tli4v^T\ n - # A- x * * ft if <0 * £ f* * 
i»tt^M^-^4fCl«lTtil\ *Oft*>!U ^t©Si©ttffit«tt, 3 v t" 40 

!7 - * (SAN) S:^LT3yi^a-f>fy^^*l:8gjn5l&©7^^ x -f * 
^ 1 , x * * 2 . . . . 7W**nfcHS#£ft3 e a^JftSAN^^y^^Oftltt, Br 
o c a d e *S <fc E x c e 1 <b 15 56 £ ft T</\6 e 
[ 0 0 3 2 ] 

it©^l^a-f^^g«, ISSLAN (VLAN) K#Sfl£ft5-Xtt::£*±tf> 
VLAN^^fyf 2 0 4 HLT, ffilgg^f ft£ D VLAN^^f y ^ 2 0 4 \t << > * - 
* V h 1 0 6 \zmm £ ftTV>5 0 -« * ayf a-f^f VLAN^^fj/f 
Cg^^fc 1 oifc«:2o0^7 y^7x-^Jr^A/tV>5o 0E1:±, 02 
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-^v^i-^asrftiDfc^ft^Sfcli^vw-Kfcfc*. ©~ ®! & {ft ifS 5c 91 
V L A N«S8£ h y Sr « #t L T ^ 5. 0tJx.tf, I§UiVLAN^^ 

y^-ttCisco Systems, IncfcitfXtreme Networks,); 
DAfsfffiffeS. ^fiSK, S A N £«j£-f5 fc©© "T 68 K S fi # & fc 9 „ rjxfctt 
7r^-f^*My?> scs i»7r-f/<-f t^/^y y-^y^ig, y k 

7-^.7^f (NAS) ® S8 # £ ft 5 „ 

[ 0 0 3 3 ] 

fl^U-V 2 0 6 tt, SANiHUPSB, CPUfflSIS, *5 ± W V L A N^SPfiKC i 
oT. SANMj-f 2 0 2 l CPU1, CPU2, . . . CPUnfcitfVLAN*^ 
yf 2 0 4 fc*ft^*,ggg$ ft*. 
[ 0 0 3 4 ] 

3-VSFtt, VLANOf^, VLANtS9#lte ) tl5 = i'lfa-T^ 
, feitfnyt'a-T^ V^SfCi^Cg^^HS S A N±T??IJffl W fg ft |B ® g B © * 
y-fey h 6>*5. SAN±T-flJfflBlig/j:^ hV-v?©-y-:7*-fe:y hSrSANZ-ytlft; 
. ;httSANA-K!>s7l:J:otif5SANy- ^ © — fc 5 a y a -f ^ V 
SSli5>?>©7^t^i^«SSnT^5 t #3tett, * pT^tt #- h BfcgiJ^ & # *. S V L 
A N £ <£ ffl L T , — A©ISSfcliiy K^-f «iffifflISStiiiyKa-f ovsf 
y y-;McT*ir*1-5©£r £5 Jfc -r 5 . 
[0 0 3 5 ] 

031*. SAN-/-ySr#feif5J|Ifi(|iigi@t- / <7 7 _ A ©^B5;^iffc5, & 
SO^iyt-^WSl, WS 24ifll, miVLAN (VLAN1) Kioto - K/< 
(LB) /7 7 'f7^-^ 3 0 2 l:88J}i,TI ( >5 0 I2VLAN (VLAN2 
) li, << y V V hi 06*D-K^7>t (LB) /7r-f 7^-/UO 2lCgg 
t5. #!>i^t-/<tt, «{cg»^-t-51i««rftffi LT C P U 1 x C P U 2 ft if jj> giR 
t5wiiif!5. Dx^t-^ttSANZ-VSO^tSgJiittJ!), ^JUi-Xli 
-«±©EIIS13 O 6 a > 3 0 6 bCggStlt^S. 
[ 0 0 3 6 ] 

*> 5 1$ £ K *J T , fflxlf@2©CPU 1 ^^O^Vf^-x-f^^^y ? K l£ *S S a 
ytfa-f ^>^Iitt, VLANfljft^tsiy^-rovsFCSSItSSAN'/.-yi: 
g^SitT^s £rtt?fc5. v s f tt£ 4 5 ttftffl r-#>fr $ ft 5 r £ tt fc v>. ¥- 

OSANZ-ytltiSANiffl^ h U-v f »D-y-fe S ' K *S«fcO c *-ftlC§8S1-.5VL 
ANOl^, tiJ:Vrll5,BVLANi0 3yfa-7^ y^Ilii, VS FJSSt5 

o 

[ 0 0 3 7 ] 

V L A N © J'^-i/^SifliSAN'/- ^ © ^ y^-i/yy^SISItS: t <fc t), 
tfJiSp^u-vii^fc-^-T^v^y y KSr#-&©VSF|;igjtg#S!i-r3„ io©vs 
F©^v/<-« % i©vsFW3ye a -f^^SfcttEi!) y-*icr*-ir*T*#& 

r©J;5^T^-fe^0JfSli, VLAN^-fyfCiot, 1077-f^-f 
yf^SCS I »77Y + 4^^!) y-^y^^-K^iTiifOiy^ISi^ 
ofcSANA-K^xT^iK-hU^yUT^t^iiipSa ( ft * tf / - - ^ ^ ) K±ot 

£ ft T 1^ & V> © N VLANJfettSAN'/-^(D> VA- •> 5 ; tl*"Ct 

4v». ttoT, ^v-^^-^-fV-^j/ys/Kw^vf^-^^v^n^tt, ;:ftb££tj> 

VSFlCiBg^ilTV^i^n^fzL-x^^^S^UT^-fe^Tt/iV^ 
[ 0 0 3 8 ] 

Sl«i/u-yj:Iift5ayea-T-f y/if ^ y „ k K *j it a « 81 © 81 3? # 

- h £ 7c tt ^ > * 7 = - * »c g> 3 ft |c g $ ft .5 0 nyifa-r^/^y 7 KO»g ( 
= > f ^ - * , S A N X ^ •> tJil/VLAN^-f yf) t±, rfte>©iH8)#-h£fc 
li ^ >- * 7 » - :M£ <fc o T j£ $ ft 5 7c it x* fc 5 . ft lc £ 9 , ^Vfa.-r^^^y 
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■yKt#ftOVSFlc»ttfc»«t5»«t?J!)8#*«lcKSLfc*i* $ ft6*t8. 
[ 0 0 3 9 ] 

V S F fc*5 it 5 # ^ % y tT y ^>-^H3frtu fifeo=i^fc 0 a.-'r>f^^^^i:^^pr|g-e 
fci. $> 6 V S F ICliai"* =■ y -X >f ^ ?Wm. VLANiJWSAN^yiOS 

I 0 0 4 0 ] 

tt, cpv<omm. v s F-e*yjH*iS£ft^ * y £fu fesv^ttvsFt^itsts^ 

[ 0 0 4 1 ] 

* (0 S ffl £ $ fc> ft Jx fi ft <b ft v> t 5 r i: 365 ft v^ fcfc. ;* ^ - 9 5> h b ft 5 

# mm £ # 5 /r. t » "C £ -5 o *VSFtt^S4^l:tt^l, _B_o h 7 7 -< s> * 
^KSLjgtt, thiaot7^ K^:/-/u<o^g#&v^fc £ *t£ >Jffitt^fc5i^s 20 

5 (ffiSStt) o 7^f f>^-^0«ttt, ilftcDtf^Kfc^T. $££<D V S F# 
&gft fc £ i:7>f K A* ^ b »!■«!> = y -tr» --r w y r t t ft v>$6^ 

[ 0 0 4 2 ] 

|4 A, 14 B s @4C*Sj;tfig4DI*. T 4 b a > ta-'-f ^ Hi 

ttiiAtitit #©iRig*/Tt^o y ^itfcSc *8hcH4 A«r#si, mm?^ 

-ytf^yv^-^jy??}) v VnmmZs vsf ifcitfvsF2i^57^^©B 
ifej:t;g2 VSFCffilWlcSiS^fct^^tSc T -f Y >v-?-!V 4 0 0 tt«»tf> c 
PU4 0 2 frhtfL*) . % V> 0 h<0 I Oft CPUX^7^/H*lt**lTV>$ 0 13 4 B fcl *5 30 

x % v s f 1 si] o ^ y ^ ^ - f v ^ s 5g d J ^ s t o o stoT, ffl w 7 \s - y n . 
884 0 5 1:, c p u "x Sr r w K^7'-/v4 0 oi^v s f 1 legists. 

[ 0 0 4 3 ] / 
12 4 Cl^ioV^T, VSF 1 12 t> 11 * C P U X » &> S "C tt ft V* <0 X* , ft] ft 7" U- - V |i C P U V 

xtvsF i^5>7>f K;^-;M 0 oi:lt. @4Dici3V>r, vs f 2fSi|03yt' 

00^&VSF2l:8IS*5. ft o T . HB^giStt, h 7 7 ^ y ^ (Oft! ^Sftt 
»-^3yifa-f ^^5i^7^f K;^-/H:ll (04) . v S F K 

SflDSTbtl (14 B) , T ^ K^-/H:l Stt (@4C) % ^ lT»]©VSFIClt 
5:^45 (04D) . 40 
[ 0 0 4 4 ] 

r frt><D&&Vg\cio^x . mW?y- s yte> »^©VSF (*^«r^ K/i^-aO 

t> ^ v f ^ -7- a y 17 - y f> y ^ txn&m z tiz> 0 ^yv^-^jy?^ 

%<Dm,u&nxfi&A£tizts =y\f* — T^v^g^iiSANtoiBB^-y^sftsSB 
«f ic . ^ ^ tr ^.-x-f y ymmtt. >r y^y^T ^ (Wx.\f. Li 

nux, NT, So 1 a r i s>^) (Ogl&^Jtg-f^-^^^tfSANi^lBmy-VO 
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fc»lOVSFroVLANi^O-SfT'fc59JOVLAN©-ST-fc5fcfe > fei£5fc<DVS 
F©VLANlCffiitSCPU, SANIEiif, N A S ® S§ K 7 * "fc * X f 5 . 
[ 0 0 4 5 ] 

7 7 !) tr — is a t - 9 — X — '< t£ ¥ O & 

h W p« -i?^fiSrftSaicHa#lt H57r x - * x x - tOk £ fc I* ffc cd ft io 

[ 0 0 4 6 ] 

t£ o T , I4A, E4B> 04Cloa:VEl4Dt*Jtt5CPUXcO^ibttfSa6<JT*>oT 
» ©JgWCttfr < , Sl ffllT' V <D iSI £> T -C V L A N *4 y =f-&i. V S A N ✓ — >- 
»^t5;H:J:otfiribti5. Sfc, ^vf^-x^^^^y y K K: *i 3 «- = > f 

(•" y-S?4»6>y 7 h !>i7«td - K L fc « T » <0 tog®*!/ 5 . f»T ft <D a > If 

a-r-f vj'gSt, £ i if - % Ty!)^-->sVf-/<, xy- — '<tt H 

<oftfe<o®ti $. 1ttt 9 x 9 & h x & t>tix v*fc v*. a -y t* » -x -y ?mm<o®%t i± , 1g 
Sc©^»)£8$ixfc«#$ixfcl¥aa:?f-o^n!!»»*»e»#e>h,. r ft e> <d *a gt o * fi? 20 

o 

[ 0 0 4 7 ] 

SJffl<0tfc!iJf$8tt#£<D 3 >- if z^-T j y - * fry* << *t ft ¥) U:«#£*iT 

ir>&v><ot?. Frflx-;- KiiHS*(c^gjTt, £ o < A ft £ o s *> i xi r rf 

[ 0 0 4 8 ] 

ifft5:HK^5o 03 ^ ^ f a X ^S^Ji, fc5VSFl:fcH>t!)xy 

K'<7 VtK 7 r << T V *-^ft X \Z ft 5 e £ fc , S4^VSF{:fe^T, Linux, 
L NT, So 1 a r i s ft if <D ft ft 6 * U - x -f ^ ^ v- * x A £ g jg gb & J; * ?t 

>T V if # V y Koffigt^ft L T , fir ft O V S F & & S t 5 <5J e> ^ <D V - ET 
^i:Sftt5:^X#5 0 ~*ucj;r> s ^ ^ o - V x £ || fr i" 5 # * - '< d> i" 5 

V S Fdsggt-faf--^ ^OfJjfflpII6g^J;^ft^tttt^^^ffi< 45, 40 
[ 0 0 4 9 ] 

#3>^3.-7 i ^>^g^ttVSFlC^rt5^^d^O^Si^-y<(DS 

|gr*fe5o # x ) v K-e JE ft ^ 3 v f^L - t 1 >r > v - ^ ^ Si^^Iii^ . = 

, ^Hfi^^^gia LXI{C# < <D&®\Z. V S F ir^^fift^5 i g/>t5 0 C F 50 
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U<0&, * y h 7 -C * ?&mmfi. V S F rfljffir # ©1B1S&K£J#:*: 3* 
. T'f K^y-^-CUflt^^y H7-^*il)'f^^!iy-^4 > ?> 1 IH §P :/ W - ^ 
[ 0 0 5 0 ] 

m-t^C's^'i'-'f h©^-1f~©-!>--e'*)& s fcfc*vrL;fc? "TSBtttt, % Zt£ < 45. 
[ 0 0 5 1 ] 

[ 0 0 5 2 ] 

— r _ AOitS;, -title # 1*5 -fxx -fc y iKDigJO, j5±y^h^f.O^Ptj' 

rfco. 05Sr#fi5L-. filTt^^t V S F Srf^fiKL-, ix lc y — K & ii A) L , io^Ji 
[ 0 0 5 3 ] 

t=i-T^y^Si 5 0 2 S:*t. VLAN^-f ?f 5 0 4B'fV?- 0 6 K & 

mZfrXtS*). loVLAN?^ yftt^-^Vl, V 2 ftff Wtl>5. a >- a - 
i'A-GlilCSAN^^S'f 5 0 6 J- & 18 £ ft , ^HttJg&roffiltefi^fcl*^** 
Dl~D5l:g«§ifCV^. SANA-f 7f-5 0 6tt#-FSl, S 2 ft i* £ *T L r V> 
5. f&H8>7' V«S«I 5 0 8 tt, W«lSKi3 < ttJ<7 f - ; ?SKIwi oT. SAN^yf5 
0 6«iUtVLAN^-{ ?f 5 0 4 CIi$ftSfltl>5. SO « ^ V - f ft. « # ~ h 
*: # L r r ft © £^ »c <W ® = ^ V K £ £ft ■** S r i # r # 5 . 
[ 0 0 5 4 ] 

LT^S. 5 #t is l£ *» r , #St«SAN^^yfttSIg8SHt/5' 

fcj&fifc L. loVLAN^-fyfttSEMSJitVLAN^'/alMl-t^S 
. L*»U*#6. »4»D *f < -t-Sfcfe. B5ttt»-fflSANMyfi#-OVLA 

[ 0 0 5 5 ] 

^x©3y^a-^A~Gi s , S)#7*i/-yi5VS F©^fiEi*?r§llt5iT\ 

/-yffl) vlani t^^/i'ftitShStttovLANeinatfcfttv'S. sh®:/ 

K/^vif/^r^r?* — /u:i3±rf2o©?:*:/f- — '<&£tffc©fci*3. $0 $i — 
X ~ © IS # tt , fl^y^7s-xSjSllia03l'ea-r^i'^SIi:*LTS«Sn 

*„ 

[ 0 0 5 6 ] 

* ft te £ C r . Sli/u-yiiCPUAlrB - p/7yf/7rOf t-^i L r *§ £ 

jtttllOSt, loCPUBfc'itfCPUCi^i^t-^HTSHSTS. CPU 
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S:CPUA^A?fci^|j:aitlltoi:t^4it9^CPUAi:4ie)ti5: tSrtftt 
5. SAN^-yiCCPUAJ:Ett5:i{:J:^ CPUAIi, ^0SAN/-y© 
SANiaoTtiliJixiT^^^^^y y — * £ # £ r i: # ig K ft 5 0 
1 0 0 5 7 ] 

d — K '< 7 ^ + tt: , A W '< 7 ^ * 1" ^ £ 2o(0?i^t-/<i: Ltwc PUBJs ilfc P 

M 0 6^b^g«)f>ti4V^7^t7^f,, CPUBioit/CPUCSrffii 10 
1" * . CPUB^^CPUCIl, #So^^U--r^>^C/^X^ ( 09 £ If , So l a 
r i Linux. NT* if) i3 J: t/») * -/^7 ^ U a y V 7 ^ x 7 (#I 

XLfiApache) <D 1t $> <D feWi Rl O S J * — ^^^^SANi^T-f^^^-T^^a 
> fC [p] b ft 5 „ VLAN^^fyf li, VLANlKiK-hvl.ftitfv 2fcElL, 5. 
oVLAN2l:zK-hv3, v4, v5 x v il/v 7 ^EitSi: 9 Ci«Jjl5 a 
8l7'l/-y|iSAN^^^ 5 0 6 $:lfiEU, 7 7 ^f/^f t ^twM>f h s 

( 1, s2, s 3l3j;i;s 8SrSAN/-y 1 CEStS, 

1 0 0 5 8 ] 

CPU^^o«t5t-#^07 f -(^^K7^^lCfSirt6>n, aorHd^ibi:^^^^^- 
[ 0 0 5 9 ] 

n 5, ^ 0 "C fc * 0 K7^yDDlHSt$iDl % D2ft^^P)IR$n?)o 0 

6 iZTFTmmmfe&n £ , cpu a, b, ctcttjgft^-r^ K^^^btts 

0 *th\cfcCXs CPUAtt|ffl0-K^<7>'t/7 7^7!)t^3ye 3 .-r^^ 
loCPUB*JJ:t;cPUC|j:^xyt-/^/j:5 0 

[ 0 0 6 0 ] 

#$Hcg-3< SlIlJcDfcfcK, Mfl^U-^**, V S F 1 K43V*T'8!I© V x 7^-^*5 
^St'fei ^«Srttt>^i:t5o *W2 , 00 ;tff, * x 7 r ^ ^ ^ S * o i# *q lc J: o 
Tl:5t(DtfeO, loI?OffI(C«J:oT'>4< tt300^xyf-/^VSF 1 30 

icjiira-r 5 c £ &-*jmt ft 5o fc£v^tt % V S F &Br**fctt31«-t- SfcfctfSJ©*--* 
( [ 0 0 6 1 ] 

* ix fc £ C T , S]»7'i/-y|j:vsF 1 i:cPUD^®»t2»:^ft^t5 0 * (Ditto 

\C S m » ^ W - > tt , h v 8^itfv 9fcVLAN2tllPt5:fct, VLAN2 

IC C P U D £ig*D-T 5. £ fc, C P U D <D S A N # - h s 4 tt S A N V 1 KigAll S ix 
5. CPUDtt, !>xyf-/<i: L T ;g IS *5 <£ |£ £ ft S S A N IE t£ O g & pj |g & 

ANi^^tf-^lca^tiiLf ffl7^t^f6o CPUBfcitfC 40 

P'U C S J: 5 fc, t-/<77-^lciSirte)^fc^x^g*C^«it5 - i: 

# "C & 5 . $0 ® 7> u - v , CPUDJ:^|5^7 Vv/y/JiiT^5f-^t 5/ h © - g& 
HTt^^n-K/^yf (CPUA) ^r«lfiE-r5o 

[ 0 0 6 2 ] 

fc[iICPUDti:&g>i*ft. VSFOt^X|j:3o(D?xyt-/<^i^lO(0P-K^7 
[ 0 0 6 3 ] 

VSF 2 tv^546it, 2o^!)iyt-^J:io(DD-F/<7ytt 
^Stt5Si|OVS Fiff^t5i**Sflt5 tO^t^ 0 H»7'u-yttCPUES: 
p-K^7 /7/^7!)t-;ui:45J: loCPUFfcil/CPUG^- 50 
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^^^tLT<DCPUF^J:t/CPUGlC0V>T^5fc*. CPUE«rSSt5 0 
[ 0 0 6 4 ] 

Z<Dmf&Zmn-fZ>tz$>, aW/i/-yit VLANll:*-fy 1 0 *5 .i: v 1 1 
th (o*9, -f^?-*y H 06KM). , ioVLAN3C*-hvl2 % vl3 
, v 1 4 . v 1 S^^itlSJ:} VLAN^^fyf 5 0 4 Srfl8t5. Rile, SAN:/ 
-y2|:SANiK-hs6, s 7 , s 9 «t 9 S A N 5 0 6 ^S^t5 

0 riDSANy-ytt, CPUEJ:P-K/<7^tHt, loCPUFfcj;i;CPUG 

[ 0 0 6 5 ] 

0811, e»HT#f>ll5aigKtt©yn^it^5 ft 200VSF (VSF1. 
VSF2) #^-4>&SV L AN*>< yffeitfS AN^^f y f 5 * . 2 o <£> V 

S F tt&aftn-ftfiJ £ ixT ^ £ 0 CPU 

b, c, Dfc7*-fc*i- s^-tf Jtttv s f i zm%*tci*m%-r zi&mit, vsfi 

cpusfciu^-^i:rn^tt4i/\ rftte, * — <E>#3rir ^ * y h (vlan 

1) ±<D%\m (O V L A N *5 J: 15 2 otf) 7 r ^ T # * — *5<fctf2otf)VSFj55 
il*sn5*ft5SANy-yofe*i:, r © J: 5 * 7 * -fc * # -e * ft . 

[ 0 0 6 6 ] 

^felc, «lip^u-^tt. V S F 1 £ 2oo?*yt-/<KKt: tWIrtS 

T^KKtotCPUDt^^h^^tS. CPU^Vf y hf^tSt, $ ® 7" 
U-Vft/tf — hv 8 *5 <£ v 9*VLAN2d^6^L, ifcliSAN/^y 1 )J^SA 
N#-hs 4t»^tp s 4fi7^ K^SANZ-yCSUtli. T>f f>S 

AN/-yft «HxL«, ( 7 -f KM) SANy-> I Sfctt/-yoi:|S4ii5, 

[ 0 0 6 7 ] 

SJSP:/ ^ttSJO y - K4r V S F 2 lciil*0-f 5 r t *rft£t5o liltt, VS 
F 2 \c *5 5 * * 1 * — '/< ©A«*-«fttl:±#lfc9, *SV> KJ:5fc»-C 
fo5o «o*c, iS^u-yfi, ««68 8 0 2 tvTtJ;7l^ CPUD«:VSF2l:E 
lt5 r t ^ftjfio o fc tf> ic , VLAN3I:jK - b v 8*5j:^v 9ist*ix^ fi. o 
SAN/->'2l:SAN^-F s 4iStSh5i5 vlan^^ 5 0 CPU 

D , VSF20f-"/<|:^IiOSti ( j:t;!>x^f-/^7 h**7©fil!lJ8>f*-^ 
^T^tfX^^^^g2cD^*^^^|Slttbix5o £fc, CPUDtt, V S F 2 OB**© !> 

. cpuD«si;is^fiAJti> v s f 2 ictert 5 5 ys/:/ ^ $ ttfc » * 7*—" 

^HtUffL, SAN/-yiC*Jlt5f-^J/:«:VLAN2i:6»)tfm*lfcCP 
U^7^t^t5:ttt4v\ > CPUDtt, VSF 10-S5tfcofca»OSfit 

t , vsf i©5jfC7^t^t5:itt-eiftv\ 

[ 0 0 6 8 ] 

S&t, r <D«fifcfc:fcV^-C. CPUEKtoT*fxSh5S4RjHl, CPUDJrttfi 
-e»tt(Cj2:i6Lfco toT, ^IWI- iot, V S F fcigjD* tz&&££tl?> =» V tT a — 

[ 0 0 6 9 ] 

r w © fc * * mt«tt#^ hf:s-j< sAN*/-sy^icov^tswLfc. <& o a is o s 

AN/- = >/ tflV^5^45tf*6. LUNM/l,SAN'/-^^^ffll 
. f^^^7l/>f rt<DSitlCl<5^TSAN/-y«rff^LTt ±V^ 0 LUNM/PS 
AN^^-^^^StfcH^ISaH, EMC Co r p o r a t i o n tf> V o 1 ume 
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Logics Product T*$>5 e 
[ 0 0 7 0 ] 

S AN ±o-r 4 * ^ gfi 
I 0 0 7 1 ] 

cs I #-h^b7r^/<-f ir*/vSANOi§)iaS^og8iftSt5:t(a5 10 
. av^a-^fi, n-^;nc6^it btircscs i «S K r * -fe * -r s J; ? k 7 r 

yht^Ttt., u -^;n:|i o tttt ?>ixfc s c s i m&&7- ht7f5 J: 5 fc, SAN 

[ 0 0 7 2 ] 

[ 0 0 7 3 ] 

t&(Djj&X-\*. SCS I tfeBIDElB3yhD-?t45# % SANiT-iiftS:^* 20 
tt5c So 1 a r i s ft ^ <D * ^< U — x^^^^^-rAJ*, w^^ffiT'^fflRllg^x^ 
[ 0 0 7 4 ] 

ii^li, fc5y-Kl:lltSSANT^^^«S(j:2igJ)^ 0 - J^igli, (6 © a 

A'&£«r'£tr9tttt/ — K r t O /u - h — y 4 is a vc*5t«)Sr«fi!l+5. rttli. 
Unix (liffii) ^7fAl(D/^F7r>(/^>^fAtH|tt)5o 
[0075] 

2 # i oii^f -r * * ii, »oy-Kto*<r^H/-5?-c*fi 1 *W<d«JS»i, cp 30 
i:otS/j:5 0 os**jt©;-KHIt*tf^^<-f^>3yoR*8!j/t*ii 
( /. i 5W7^#77-fyv^^r^i It £ 3£ S Ji 5 . « Id., > * y A 14 % & *r x >< * * 

v*. :o±541^, #Wx>r**ii. o s # ± vr 7 9 >r - > 3 > y 7 h * * r A 

[ 0 0 7 6 ] 

:©i?4*t7n^^T^ffif fc6t^U-f>f y^^^f^os^, O S *5 £ §§ 40 

^^S:8*fflLiffl«gt LTHgf5:i^Tt5o *So?xyT^y^-i/3y© 
* = ^Hi7 r * A"^SS*tii L^JBT * -t^i-ixtf J; I*. Un i x 

A*) ->^taos^, 4#^o 7 r -< /n/^ x a &wt*m Lmm t l r mm u t> <t ^ e 

[ 0 0 7 7 ] 

v/U^^^ ^f-a^fa — > ? ? V y K 

SVLANSS4r®^t5:Ha»), io«OSANM?ft«MHLT*t4 
iCfeltSr t^f#5 e :«)S^ % ^^f^-x-f^^^y^Kil, S AN/V LAN 50 
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>-^S^I±, »Tl:aWt5J: VLAN/SAN * W y ^ © $ $ # ~ mc & a k 

M^tB-Cife 5. #»©VLAN;Wy^fct8Z8&LT&8ft#18rt7 ? -**S'h!7- 

* rttt, d © *5V>Tfcl f>*tT^ S„ «*. tf , G. Hav i 1 and 
IvJli' D e s i g n i n g High— Performance Campus In 
tranets with Multilayer Switching (#|U!lix. 

Zm&t&mft'f > h 7 * y h <0®ft) " Cisco Systems, Inc 
. , jSitfBrocade a> t> A ^ W « ft IS fa S: # ft 5 £ i: „ 
[0 0 7 8 ] 
S AN7-*f # 

KWCtt, s A N i>s v r << -v *>V7. 4 y ^js j; x**f << x t *5 i. ViftW \z s 

CS I»77^<-ft^/^!l y?4^©7r'f/<-f t**i*fMi:«»&i** ' 
ft* r t «rlW& t ltv^5. Uia, S A N fi # IT y h-f-t*? H (§@iS@) * 4 
y ^ft if© IS ^©ftflf, £ © & S Jl :/ n h=^S:f fflt5^>f IrffflLTftfiK 

ShTtJ:v\ #C I P1T3CS I^d KayHrHff**6SJ:ftJ:9. I P * y h 

T^^-ftt, r*xP>©<fe<0 S AN«^*«felZji(S:-C# 5. VLAN5Jii2SttI Pi 
fSCS I ft XOZfxj ha;v?:$ffS-B-5: HUoTS ANiriitSS^, SAN'/ 
-y«Cii5>SrS<C5VLANl:vyfy^t5:i:iacti^Jii5. 
[ 0 0 7 9 ] 

£ f>fc, »5 «W--!r* s> h (SSffiSO *fctt=¥#fs/H'-f-*5'h (S®iS80 ft if 
©LAN&ffi±T'i!lf1^5*yh!7-*X*:y^K*1-l'-* (NAS) SrffifflLTt,J; 
v. r©§tR&fcJ:!K =>^f a -x-f^^^!l y K — y -r ~> a = > # 

&&it+ Sfcfcfc:, SAN/-y©ftb!)l:S<f5VLANS:ffifflt5. w © J: 9 ft N A 
S 8S§§ f3.m^ v SunONSF^ci h n /W-*>M i c r o s o f t OSMBft^©*? 1-7 
-?77-f*f^f^*t#-hLT < © ./ - K A* - © * hu--^Sr*We#5J: 

[ 0 0 8 0 ] 

rclciS^SJ:?!-, S8 #i ^ - v li , SANfe-iVVLAN^'f oMtiJ: t/-r - 
ncg«8Sh5-xii-iii±©aiy y - * t l this lt t> J; m * ft $d *» :/ 

vroHliSSrfTft 5 ^ t tf-et , o #3* K 14 It £ © M W 7 v - V © HJS »c U PS $ ti S 
t>©Tliftv^ {glffli^ v|iiS©«* ftig£, &.T<omi) M»7u-y7-*f^f 
•Y , 2) v^^-t^^y^^^t-lR, 3) WSmtB* 4) *$r*5 £Tf&±\C§§-r 

[ 0 0 8 1 ] 

zmm-r z>-xtt-$x±(oi' - ± y / > h * v> a, t-^s„ -xtt-« 

* „ -Xtt-£A±©7r-A^^v?-v-tt. -Xtt~EJl±©VSF-irl : ai-5o * * - 
teiittx V h -7*v>y-8I««u ^-K?*7H», 3 yea-#nH> 

[ 0 0 8 2 ] 

0914, - 3lffi0ll K ± 5 $0 ft) 7* l' - V 9 0 2JJtt;3yta-7^^^!l y K 9 0 4t 

<r>m<D&-m.m&*7F-f7v ? ?® 9 0 ot-fcj. si ® 7 w - v 9 0 214, => > f =■ - =? 4 
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if. *v h 7-*>?& £T*&m%m$:®W& Z>* j >??V y 

[ 0 0 8 3 ] 

-9 1 2£<&A/-C^5« h^*^t-9 a8 v /W-^t^V^* 

v*-Y-9 1 Ofcii;7r-A^^v ? t ta "9 1 2ft. $ffe<D * > \? a.— T 4 > ? 7 7 V 

■A±-e#« £ ftT t> <fc G&Hi. :/ h^*^*— 9 0 8 G>*fcB 

^*sj;tfl&93-r5 2^ #£fe<D^**-i?^:/W*i^-9 0 SSrtefflLTfccfcv^ 
[ 0 0 8 4 ] 

^ h ^ * * - 9 0 8 II . * U — ? * > h -e * v> * - 9 1 0 K il ft g£ 
X^-«±0 7 r - A-^^ - 9 1 2 Kiifl&gS £ ft. ^ftSrWS-f^o ~-*l£^lw<t 

fttf, &y t -J*-* ***** i 2«t. ffiff &^£ftfc*t&-f * * u-^-fei^vhv* 
i? \— 9 l 0HTl-O3yK , a-r>fy^/75' h 7 — a ± o 1^ — # g U: ffi g £ ft 

5o 77-^^*^-91211, ^^-r^^PyK 9 0 4 i'CVSF906 

£*gft, J; 5, -HiStflfc^fttf . *77-^^^^t-9i2lifIt 

9 0 6riSfd9M$T?>ft*as, 7 r - A ▼ * S> * - 9 1 2t^OVSF9 
0 6^fd?)Sr^ft5o 7 7- ^^*^t-9 1 2li^tif ixEi-C|j:4<, u-y 

10 12, ^(D|J5St^f:7r-Av^^t-9 1 2Wtti4:gfit5o * W — :/ ^ 
^F7^v?t-910li, «|gf?Jh^S^^7Lfc^ft^ftS«!9aTfeftfc7T--^^ 

* v> - 9 l 2«:S5l^t5o 
[ 0 0 8 5 ] 

7^^t^^F^*^-y- 9 0 8ttVSF 9 0 6(0o - 7^^5rS8Lt, # V S 
F 9 0 6ICffl9SXS!) y-^<Oi^ft^f5 e hv^^t- 9 0 8li 

. iJISSCt7 r-^-^^v^^-9 1 2«:^LtVSFoy y-^SrHD ^ T *5 i Xfti 
DST(Sit5J:5l^^-^t^^y Fv^-;t-9 l oi:)g^t5, 4$ £ <z> T y >5r 

o*%^ll#^oA^/<7>iXV^*fe^K^$ft5t>^Drl2^v^ e 
[ 0 0 8 6 ] 

^^^--fei/^V h -e * * — 9 0 8li, ^^^t^yM*'^-9 1 0 *5 J: 7 
^^^ifSSrS^LT, ayifa-T^y^^'J s> K 9 0 4«®«Jlc^-lf^$ftT^5 

a>§a>£¥y»fi-£o ^^^-fe^^F7*^t- 9 0 8ii^u-yt/^F^*^^ 

-9l0OfH0aTi3j:l/Sli5ST«»Sr?Tt^ ^SlcE C t y fa-r >f v ^ ^ 
K 9 0 4 S:i§JI:flt5fcfti:7 7- A7^i;t-9 l 2 D 3 il/ffl 5 StS 
»trfif5J:5^w-y-t^y^h^*^^-9lO«:JB*-r5. -Hfia^l-«tfttf. ^ * 
^t^^Ft*?f-?08t, ejl:«.CT7 7- A^*^t-9 1 2»tt;^i/ 

— y-fe^^^h-^*^^— 9 1 0 <D ffl X* & Z '< 7 > * £ It Z tz ft \C\ 7 7— A v * 

— 9 i 2 — o vsFoaoat, i3J:tf^i/-^t^>y h^^^t-s l 0^077- 

A^*v>-r-9 1 2^9l^3t^fItio -Rltffl^ifttf, ^l^-^-t^^Vh-v* 
v> * - 9 1 Of*-***— + — 9 0 8 i: S K il ft L . 3V^a-7^ 
;y K 9 0 4^tf>^5?^3fc, i5J:t;SJJC0^U-y-fc^^>'h^*v ? ^"-91 0 *5 <t 

/Sfcli77-A^^v ; t-9 1 2 (omXZ'if ? o -X(li»J:(0^i/-yt^y^ 

i/ - 9 1 0fcii;-XttIElJ:(O7 7-A-7*i;t-9 1 2£HtTLT^£&3:77 

* h 7 * - A # $ fg L < # o ^ , ^^#-t^>yh^*5?t- 9 0 8tt, Jt L 
fe^^ta— > ?7 7 V h7* — J*<D77-J*-?** J r-9 1 2^e)|(D77-^7 
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*^t-9 1 2-VSF 9 0 6 4rSS^Tt5o ^ - ir V / ^ h ▼ * *J 

t- 9 0 8 t, VSF 9 0 6 OS«9aTS:fT5tfttWO7 7- AT*i;t-9 1 2* 
gi] & -f £ J: 5 * u ~ :/ 1? ^ v h * * - 9 1 OicJ§*"T5ri:^r*t5o VS F 9 
0 6l:a^T5>tlfc#»^3y fa^r^f y-^, O T x :/ ft 7 7 - A 

^(177-^-7^^-9 l a^ttt^i^ayt'a-f^ y^^7 7 ^t-AI:*> 
t^y^ttU^o 85 tit, *|43>t»-f -f^^^Jy K9 0"4l3J:tflillP 
/i/-y 9 0 2 tl?i45, 
I 0 0 8 7 J 

-HHMlc ifttf , 7^^t^yFv^i?t- 9 0 8(l, ue^^hi; £<£»-T * ^ £ 
•C^U-^t^^Fv^v?t-9 1 OS:f It^o Uv?^ Mtt, <D #t <B , #1 9 S T 
f,tlf:77-A^*^t-912, JS^^SIDSTfeilfcVSFgO 64if084^^^ 

y^- 9 i o dsti d s x** j: i? a t«i& £ tv* t , i/^xbyiiMSJjit, 
^t^y^^v?t-9i0 otl.ySK £ ftSp x. > |flv^x^-/ty^y h 

Hi(OVSF 9 0 6iaot«l^ftJti5^ ^^^^y^3Eff^i^•C.«^LV^^u-y 
t^yh7^?t-9 1 0i3j:(;*OaD Stttlfc7 7- A^^^t-9 1 2iVS 
F 9 0 6 0tfi!c^EftSti5o & K , ■7^?-t^VF^*?ir- 9 0 8ttU'^M 

*^»WJcig-<r x ^u-^t/7yFv*i;t-9 1 o^iftoi^icvsF 9 0 6 £ ®i 

[ 0 0 8 8 ] 

5-7^^-ty^yh-7^v?t- 9 0 8 ^cov^to^9a^:t^tv^6o u^^b 

y«:-XllZJ&l±^T^x^y?i^^^--&^p< > h ^ ^ - 9 0 8 & B'J *T £ x — * 
A/-CV^T £ <o frUv^u-7 r -fe^^^h^^v ? -t-9 1 0^±^;*ix5^, 
Sriv>7 i/-yt^^ y h-r^^^-9 1 oiiw^^ h J *f xy^ tt, - x n 6* ± 
o-** ^--t^^^h^^i/^-9 0 8 og&giJKo^Tteg-r 5 :^ J t-^o 

[ 0 0 8 9 ] 

o flttf, us?* h V ftfflfflzf > 9 O 2rttf>x-*'<-*9 1 4 UiS^^ttS-r-* 
77^f/K'fcotti:^o u^^hJtt, B»^^-y 9 0 2 ©#Hcft#Sftft<ttJ: 
03 ;t tf , (iny^a-7>f y^^D ^ K 9 0 4(DStgil:ft$^htt 

,t vn 0 r O^m*. ia«3SMIi^l^^K->'902»ffli:*f9, V S F 9 O 6 l:« 9 St 

[0 0 9 0 ] 

2. *9 — t^yF-r^^f- sa 
[ 0 0 9 1 ] 

- y ir ^ > > h^4^t-iW^^-t^^ y h^*$*ir — # R ic ;£ C T BJ fl> * 

u-^-fei/^v S'TSo 2 o £Jl _b O * w - :/ i? ^ V h * v? * - # 



JP 2004-508616 A 2004. 3. 18 



[ 0 0 9 2 ] 

ffl®y ><ox ^-yt^^^ ~ Jiift i* L t> ^ M T? te ft <d % - 

•rsfcfeica^^ixSp #j;ttf, n^a^t t,it^x > v 10 

[ 0 0 9 3 ] 
[ 0 0 9 4 ] 

Rl — HOW :/ u — y^^u-yt^^yb^^^t-li, ^ £ o ^ * ^ — ± ? * > h-r 20 
* - b ( t* ^ ^ ) t5:t'i:J:^^^-t/>y 

if * > v ▼ * is ir - £ s m -r <s . 

[ 0 0 9 5 ] 

131 Oil, SU6 0yjcj:5^^^ — ± ? * > h -? * i? f-mttioftm® 1 0 0 0 Sr^ltv^ 
6 0 ^u-^t ^> y hv^i;^-(o^^y7u-/-cfe5ttii o o 2i:43VNt, ^ 
^ir^^h^*^*-!*. fv^*-f^-<D&7&#o 0 ^ViT*-r^-a5j|&T-t-5£ 
, ttftl 0 0 4 tft5. ftll o o 4l:fc^t, ^i/-^t^^y F^^^t-tt, ;* 
^t^^y|>7^;t-^ey^t6o Sfefc, ttii o o 4i:j8V^t, — y-fe^ 30 
^.^Fv^^ir-oNA^^y / (TS) 2* H $f £ ix 5 . -e^-ir^^h^*^-* 

1 1 0 0 2|:I5 0 4$^^P^^t-v^^--fei/^v h v*^ + -^6i6.#*ftit.i>tf, # 
(. ft 1 0 0 6 £ & 5 o 

[ 0 0 9 6 ] 

IRli o o 6i:fcv>t, 7^f^ry/^y-^t^^y hv^^-^-oM fSrit, # 

tt'l 0 0 8 fC ft So ftffil 0 0 8 l^T , fa<D * U<-7± ? * is V >r — <> * * 

-t^> y b^^^t-^twiEf Srgf Lt^4v^^i|gt5„ r o $g |g £ ? fc & ic 

^t-^4fc'7^f>f /tfciijftJJi, Htii.oo.2|:g5 P »|©S(0^i/-yt 
^^y h^^^t-^SSor^^-t^^ y hv^^t-^bl^^e§Sr§§L4^ 

•eftV % i*SS*t. ttttiOlOfciitr. 
[ 0 0 9 7 ] 

fttt 1 0 1 0 K*3 V*T , /ot^^S4SLf:^u-yt^^ y.h^^^t-ttlfflf-/ 
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-&&&<Dmm&-%<D& tfiv^ v'-^^^s-^sr^^ai-t-^ffi 1 o i 2^iii> 0 #$1 o 

v^*5i>Wt8. ttt^4^i§, ««l0.02fcR8. tlt^Si^, 
xi/-^t/^y h^*^t-i 5 ^^?-t^^ y h"7*^^-C4 5ttil o 1 6 K it 
tr. 9c fc. ttffiioiSKii*, lfflS^^^y^y>^ht5 0 

[ 0 0 9 8 ] 

HLfciJC, ^i/-yt/^^^^-tt-8K> 0 bftfc V S F co 

- * t % -e^#-t^^> hv*^t-^6©A*fc(5i:tolrfcftvsF©SI9S 
TSrff5 e * u — y-fc^J/h-**^* — llifev^^ -fe^^f^*^ — © * y 10 

[ 0 0 9 9 ] 

0 -efcSo ftili, ^u-yt^^y bv^^t- ffiteftii 1 o 2icteVNtte* 6 D 

fig 1 102*6, m&O-? * * ^ * V h"^^ — CT, 
«Il 10 4|:Itf o (tlll04-Cli, ^i/-yt^^ y bv^v?ir-«:S6^-7^^ 

3&^t>ntf, ttti i i 06i^ii^ o ttte i i oetii, ft&o^u-y-t^^vh^^^-y 

>;/^-e;#I3$Rii«£ft> -r^^-t^^y h-r^^t-^t'y^i^gtfcr t 20 
irjffltt^o IK « 1 1 06^b, PB*&^^1 1 02CI5, 

1 0 1 0 0 ] 

tttg.l 1 04-C. mm<W * * -JS^^ft ttfttf . 1 1 0 8 Kiltf, 1 1 0 8t* 

FT^^t-^fy^l^^ti^o/cr^^j^So & K . Bfettii 1 0 21:15 

0 *>ft^K, +#&»©* -u-:/-fc^> ^ h-r*s?ir--a s aSE©^**-*^ > h-r* 

[0101] 

# & 1 1 0 2frh. ^ X * - * ? * > h ^ * is * -frbV S F ZWrn-t Z>W#*£tS Ltz 30 

&mi 1 lo^iitfo vtmi 1 ioti4, vsF^sistit, 102 k 

is. 

[0102] 

± *6 L J: 9 I- x x * -± ? * > h * - tt — ft K , ^^^-t^^F-r^^ ( 

^^i/^~fcJ:oTS§3ic^-tf^^ft5ctp«c-r5o © «> K , -^x^-ir^vh 

* * - 1* , 7^^-t^^h7^i;t-iu©B-fflfli^i/-^©4t(0^i/- 

*i?t- 9 0 8tt, ^y-^t^^y f-7^^t-9 1 0^bttHfffi«rSS!6!ji:f*t 

5. ft $8 #1 ;t > i:^VSF 9 0 6 ^7l/-/t^^hv^i;t-9 1 o l: i o 1 1 40 
- f * £ ft T V> 5 * «r * A/ -C V> 5 „ ft <D x U - 7 ± ? * > h ^ * *J ■* — 9 1 0 # # £ B# 
[§} ft K £ £ L ft It ft . -e * * - 1r ^ t< V h -e * 5? * - 9 0 8tt#^O^l^-^*t^^^ 
h ^ * v? * - 9 1 0©S§l£l***o *££©*W-:/^^>b^*v^-9 1 0$:fi| 

* * - 9 1 0i^9J©^l/-^t/^y h^^v;t-9 1 0(C177-^^*v ? -Y-9 

1 2i»S5STt5. 9:1-. ^^^-t^>y hT*i?t-9 0 8tt-XttZHl©W 
<E> V — y-fe^^Vh-^^v^-r — 9 105:ey^<kL-C. :/ n -fc * n — 
^y^^ffKir^f 15, - * IS « J: ft tf , 9 0 8|j: 
x ;* u — ^t^^yh^*v?t-9io^HfTltv^2yfa- 7^^7^7t 

-A<^ttl?:£8t5o a VbT 4 Vif-fy y - A |c * # *> ft tf , 50 
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r *-j,-e^i^-9 1 2 \zm V %T htltzV S F i: , 3 y t° a >f ^ 5/ h y 

* - a \z m s x 5 o 

[0103] 

/^>'h^^v ? 't--Bi*&^fil2 0 2;ciol/>Tgli&-r5o «S 1 2 0 2 ^6 > * * - ir 

^ P< V h ^ * * — 9 0 8 # $!] ® ® 9 0 2<7>*U-^ir^>'h'e*v ? ^--9 1 0 (OffiM 

ft&®ZnifrhZ^\*Zti*&JkLtzi:$\z^ «il 2 0 4l:ltf o ttll 2 0 4 ^b 

0 2i:i5 0 ±x<o-xis~-7± y * ^ b 9 1 0 a* , £ r o * u — :/ ir 10 
y h -e* ^ - 9 0 8 ic&fit t £C5 0 -xiir si±<ox u-y-t? ? * y b ^ 

* - 9 1 0 » Jfc « L 4 V> % fe^V>fi-3?.m:^±(0^ ? * y b^^is^- 9 

1 0lcM^#fcofcrt£*1-j£^£Lfcm^ ttli 2 0 eicififo 

[0104] 

ttffi 1 2 0 6 K*5V>T, ^ * > h -r* - 9 0 8ttft*fG>*ofc*W-:/-fc 

U-y±^^>b^^i^^-9 1 OlcWm* v±-is*mz>Z. b&XZ K£l 206 
*» 5> , ±to^-i/-^t^^ y hv*$?t-9 1 o^fglfcipi^S, i~ 4 fe IB « 20 
4<ffM$tifeS^i «^l 202M^o « *.fi. M^^fcofc^u-^^^^^b-e* 
* - 9 1 0 K 1® 4 < » B§ 5 £ , ^V'-^t^^y h-7*^t- 9 1 0 * * - ir 
^yM^^- 9 0 8i:SBrg^yt-^S;j|5 e ttCi 20 6i»6, - x - « 
±<D^\y-^±y^>b^^^^-^^mx^tj:^^tz^^, ffi 1 2 0 8 K it tf o - *b 
I* v y f-7*^t-9.0 8lJ5#j|0^l/-^t^>y h^^^t - 910 

*^SS«gy ?*^-**ftflr L4v*»*.»c£ i: S. 
[0105] 

^gi 2 0 8l:^3v^t, v^^-t^^y F^V^^-sosii, * u-zf-t * > b-* 
*^t-9 1 04rHfrt^-7^yo5lE(^p-f^ V^^RSfSo xw-:/ir^7<>h 
v^>?ir- 9 0 8 ©P^f>f y^*S^#5fc*ic, 7^^-t^^yhv^i;t- 9 0 30 
8 ft, ^u-/t^^y hv^v;t-9 1 o^|g*-U>^t5^\ *> 6 v>fi« 
- * ^< - ^ 9 1 4 4 ^ S'J <D » Bff *> o - ? 4 y ? » £ ft 5 e * * » tt , v * * - -fe ;T ;< 

(; fc»©1*j£©#ifclc|R£S*L4v^ 
[0106] 

ft lC<fc ffi 1 2 1 OK**, S^Ofcofc^U-^-fe^^Vh-7^^^-9 1 OICSDO^T 
?>llfcVSF 9 0 6 £ fi&O * U - 7 ± if * is b * * - 9 1 OfcHfJOS-Ci-*. VS 

F9 0 6^SI9 3tf>nTV^^u-^t^^y 1 Ott, v^oSFfUDST 

?/>-h^*^*-9 1 ofi-r^^-t^^y h^*i;t- 9 0 8l: S«4 ^Stitg^y 40 
•fe-^SraioT, VSF 9 0 6 ©»«JST#IIIIft<*TLJ!::tt:lP6*5:k#t 

* 5 a S3? <£> *> "o fc^U — yir^>> 1 0 |:851t5iT© V S F 9 06 

oStfl9ST#?£^£*i,S£T-. tt^i 21 0i:St5 o hh-if, ttH 1 2 0 2 

[0107] 

g Jjt tf> & o * u — ^ -fc > h -7 ^ is * - 9 1 0fC§Ug-f-6VSF 9 0 6 SrffiOT 
^^^U-^-fe^^Vh-^4^^-9 1 0^SStfDST-r5ttfr«MC, v**— -fe*';*^ 

-y-tr^^h^*^* — 9 1 0(::hb^VSF 9 0 6 ^||!)Sttt±^c WLftV* 
\s-zf±?*lsb'**i''r — 9 1 0£fcte£rL^*U — ^ir^^h^*^ — 9 1 0— 50 
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V SF 9 0 6 Sri?® 9 Stt Z> i? 0 fromiUt. < ^ IgfLV^ u - 7 

i o <om*> %xKM&-rzmh#fm. *iyR#<o^ y 

*Vh^*5?ir-9 1 O'MOVSF 9 o 6roffti]US.TI-KS-t38F*>i$fSfc:#5. fir*t 
[0108] 

3. <smmm 

-m&W\c*titi. U®zr\s-> 9 o 2 14, /d-/<^^} ? K-^*s?ir-l!:a«*«* 
iVtV^S, iiS 9 0 2 14, ^D-y^^JyHv^^t-K, n - 

7 4 > 7 . & i-vmn ^ > \? ~ - << > ■? ? 9 ? Kif«Sriitt-r5„ 3 ni60yic 10 

[0109] 

01 3tc*5^t, ayiJa-f ^.i/^^y y Ki 8 0 Oli, ^ y y K-fe ^ ^M302 
t Hfliix •£ Usable > 3 */}yKt/^M 3 0 2tt, x-* 

^•u-y9 0 4 S:SI9fcJ:VgIt5$)»7 , i'-y 9 0 2 * £ A, i? 3 . ro^JlcjoV^r 
, &=r — 9 ^ u- v 9 o 4li@9»3yifa-f-(y^^!l y K 9 o 4 kWl-X&ZiK 
£&<OM®7 9 0 2 & XV 1 ?- ■? 7 U-> 9 0 4 . -rt£t>*>yVyh'±y/>hl / 

3 O 2Srflt5^D-^<^^!) y KT^^t-roffiffl^a^tifc*, ff-^i/- 
>-j k nf tfix 5. 

[0110] 20 

#^Jy Kt/^hli, ^ d - ;P ^ y y K * * - 1 3 0 4 1: ii If $ tl 5 . ^ 
p - /< /P ^ y y K -v * i? -v— 1 304, IB»/U-y 9 0 2 1 ^itf^yta-T^^ 
/!)?K9 0 4tt, ^-©ny^a-T 1 ^ y h 7 t - A ^fif J hfc *) , fo 

5V , li^S© = i'ta-T^/^7'y h7t-AJbT?»SJ*tti< > * SS E 14 *fc « 

[01 1 1 ] 

fllitf, Wk&tftn&mm LX . 3>fa-?-<y^^yy K 9 0 4 isg«t 30 

[0112] 

4. ^«t« i v«^icov>r<o#^ 

± i£ b fc 4 5 K , ^^T'u-Vlcfclt-S^. u-T'-fer^p' V }- ^ * + - li , =• > f = - x ( ' 

^y/i/yyKic*jit5iaai-5vsFia«prtet?'i(tnrfJie>/j:v^. mas in , a^t* 

zL-r-fV^^y v K *5 £ V S F 14 , *OSlt5^l'-7't^^ ^ h-r - k 

i&m^mX'tetttltfteb*^. MIC, aytfa-f^y/^!; ? KldfittSVSFU, & 
5VSF#{5jP>*><&:£8;-ete<DVSF <D« ig $r£ x. T jo Sr 55 Cfc * K, s vMcaflr 

[0113] 40 

ia i 4 i4, mmmiz j: 5 = v t- a. - r ^ > tr it y ^ K^Ki^u-y^gttsr-^f 

^ftCyoy^H 0 0T?fc5, #iStl 4 0 2 tttfttlSgiJJlv5VLAN^ 
f'/f (VLAN SW1~VLAN SWn) tJ 4 # B § 1 4 0 4 "C * i: «> T SSBU 
S AN^^f (SAN SW1~SAN SWn) <D ig| $ ( TCTLJ ) # — h 

14, * 5> > (SSiSS) f7**y H 4 0 6 Kl8«Sh6. ^-f^yF (S®fS 

&) ty^y h 1 4 0 6 11, #ltfl 4 0 8 X * £*T®SJ£ix58fS:0>3Vfc*=.--r 
-fV^gig (CPU1, CPU2~CPUn) Kgj££itS. & o T , JJfT'U-y 1 4 

0 8<D=>>\?x.- 1 r<(>t r m%<OZ.i>i % VtAN^OfH02iiit;SAN^'(yf 

1 4 0 4 ©Sl»*-h (CTL) tSfiggcSixS,. C O fit it 14 x VSF ( @ ^ -fr "f ) IC 
fcttS^Vf^-x-rV^gKiai, ^tl,|#SfeliffiOVS FtillfiVLANtJiV 50 
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-yi 4 0 8 Oay^ a -f^ V;/gfii it 5 <, 

10 114] 

01511, ^JS^J^^^^J^^^-V^Vf^-x^ is (CP CPUl, CP 

CPU2-CP CPUn) 1 5 0 2 J:f- ^ h legit 5«ilS:*t ^ p @ 1 

5 0 4 JB » » $r h £ 21 5 „ a»^U-^x-^xy h 1 5 0 4 11, PT^NA 
7-^Ofc»i:3yt'a-f^^Ii 5 0 2 «:^»Wl^-y^^lT, x - * £ ®J 10 

ffil^^U-^ (CP) LAN1 506 l£iIflUg^£;h/TV^5 0 C P 
LAN 1 5 0 6 H; C P 7 7^f T •) t~;H 5 0 8 ^^Lt, VLAN^^yf 504 
(Dl#lfc#-hVi7lciI{tgM£*tT^<5 e <D « i£ U: £ D , SlS^u-y ^ y fa-f 

([0115] 

^^^oyny^@l 6 00t?fo6 o Hi^^-yi 6 0 214, U'fa? y^y^a- 
f^^SICP CPUl, CP CPU2-CP CPUni^A/f^5 0 ^8^1/ 20 

— VI 6 0 2 {C&tf Z&Mffl? > =j > t° ^. - ^ * > C P CPU1, CP C 
PU2-CP C PU n ft> ^fr-CSAN^yS/al 6 0 4 $:ISt5S«(0 S AN^^f 
yf©*-hSl, S2-Sn|:i.i««SJl5 Q 

[0116] 

SAN^yV^l 6 0 4 ft % Sja/U-y 1 6 0 2\zMLX^y^-< — K^^r-H 
ttfSIgll 6 0 6i:i(|gft§h5 SANjK- b S q> S p £^ A/-C 5 . iaii=£S 

1 6 0 611, fi!l:±, 7^f^^Kt@l 6|:^JHt^5 6 ettSll 6 0 6fl, l>-f 
ix^^-r :/ofBt&&#^lli&£ JxT fc £ < . *^IWHieig^®i 6 0 6(D#^oaiSo|B 
ffit«lfrlc|8^$H^wi:ri^^ 0 atSEl 6 0 6 H, H»r u-y/J'f hEfi^ 
-VI 6 08|Cg&3SW^ES^ix5o ffl'&yi' — ^yyj^ — h ffi tfi — V 1 6 0 8 (1 , 30 

a«/u-yi 6 0 2 SI«t5o^r'f/K JEftx-* , ^£<of&j$:/u-v«t/&til 
asr^jf-r^o sanik-fso, s P &mw? u~ * 9 * <<- V Ufa^S - > <0 m~ <D 

SB#T-fc 9 , flfeoSAN vie 11 Eg $ti5:iW:4v^cfe, SJS/^-^l 6 0 21: 
C = VfcT^-^-f V ^g3fi£>*#ffitfi^E 1 6 0 6 \ZT *irxT-# £ P * , Si, 

S 2 - S n , S o*5itf S.pfl, flai^l/-y 1 6 0 2 <C»it6a^^ a -f-f y^S* 

icaflrtttt s ft* <d*<dm®7 is- v s a n yic#st5 0 rtLkotf- mi, vs 

[0117] 

— ^HSeajCj:ix«. #£<P=ivr;*-x^V^^3jlCP CPU1, CP CPU2-C 

P C P U n ^faigggS^H-tO-gB^T * -fe*-r *:*Ulft£tf>V 40 

SFco — asT-fcO. ftJo^y^a-T^v ^£3i & £cd v s f <d s a n / 

Wxlf, nyf a-f^y^?*CP CPU2ri*VSF i x >f * * 1 6 1 0 \z 

r t-tx-tz&w&hz i><oti-z> 0 z<om&. mm? c p c p u 2 

tf - h s 2 II. zK-hS i J:^tfVSF i W S AN /-y|:fiIJ jx6 6 -gny 
f^^SICP CPU2dS#-hS i tf> V S F i x >r * * 1 6 1 O^T^t^tSi 
, =3Vf3.-x^v^g3iCP CPU2HVSF iOSAN/-yd»t)69R^*l5. 
[01 18] 

m « C ' , □y^a-r^ y^S$CP CPUliiVSF jr^^ 1.6 1 2{:7^t^ 
t5^Si 5 fc5t^i:t5o r (om& . ^vf^-x^v^^iJiCP CPUlttVSF 
j lciilt5 S AN/-yrtKEUix5o *<o'&$k. * - h S i ft , # - f S j £ if SO 
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/-^Sr*1-5 V SF j lcSSt5SAN/-yrti:ElSn5„ -Sny^a-r^ > 
^IICP CPUl**-hS j l:8ftSJlfcVSF jr^^l 6 1 2^7^t^f 
5 t , ^^-r^/llcp CPUi.liVSF j i:Biat5SAN/-y^p,^ 
££*x£ 0 £©#ifclcJ:0, lEfllft S AN ✓-^*J»fcttffl It y y -7^07 * 1r ;* £ 

«y-> 1 6 0 8 O^itt^ftiX^o 
[01 19] 

i^tfc±5l: , ^-omw? 1/ fc> v /IlttSSov S F *>M£fT 

5 w £ # T £ 5 0 o T v ^-©iai^u-ynyfa-r^y^gllt, # fH ft) u - 
vfc* ltI5JiifcJ«fjSIi|{:toTVSFr^7 7^7n-^S:llffl4^P)^ # 

- >CDx - * * 9 1 4 (09) fd&# N feSV^fi^^ir^yvh^^^^-1302 
(11 3) i:J:ot*llLtt,J;v\ 
[0120] 

7 # S £r BS ^ ~C ^ 5 „ fc5VLAN^y^7x- ^"CSf>ftt< 5 I P/<^y htt, >< >r 
V h & m M i~ Z & & 4 > * 7 * - X k m Z V L A It ? S & £ Tf I PT K^xSrt LTV^4 
ttixtf ft b ftv^ 0 r *uc: j; 0 % v s F iz *5 tt 5 * IE * - /< o v s f k *s 5 y - * 1 
P7KW^t^/-7l, 8U^VSFO|&a« K^HL, fc-S^fi^^e^- 

N**>-^£BSjL^*I5 5;£ffiT*tt, (*7*A) r-^ty^-^ffi«iTKJh 

[0121] 

JBSCtaffl-e* 1EE802. 1 q(0VLAN^«ffi«it^5 e ro^-cfi, 

VLAN/I P7 KM-Ittf iy ^ N T^ir^Sr®l»-r5fc«)*C 8 02. 1 q * ? 

VLAN^Ji^j/ h!7-^^y^7x-^*-K (NIC) V 91 f£ £ tt X V* 5 . 
[0122] 

01 7 fi, ^JSfclKcfcSVLAN*^ I P7 K^^iOHS:a@(c^^t51^wyo 
^Bl 7 0 0 t*>5. 3^a-f^^|l7.02fcJ;i;i 7 0 4(l, NIC17 
08*5<tt/17 10«r^bT, VLAN^-f 1 7-0 6O#-fv lftitfv 2Kth 
^ttiiflg^SixS, VLANMyfl 706k, T^^^^^y^l 7 1 2 i3 «fc 1 
7 1 4lClf|gg$ix5 0 h v 1 *5±U< v 2 tt, ^/F^-Cffi^^iXSo -^ffi^fC 

.fcfttf, IEEE 8 0 2. 1 q (DV L AN ^ffiifl, V L A N * y * 1 7 0 6 (C <fc o 

[0123] 

±^tf:VSFIt, SWiJ£tWANii:»tJtl5 0 
[0124] 

-o(7>^ffiTtt. *^aeg^-K (ATM) 51#fcS<5ir*TV*-C 

fciV*. wtf>4§£^ #d-*/Px!)7VLAN(1, ATM LANx;^-'>3y (L 
ANE) g?0-gitJ)5x; a i/-r y KLAN (ELAN) ^ffiffl t t£J| CttSJ 
ix5 0 wOi l-OVSFIi, ATM/SONET/OC-1 2!JV^4i:'(08o 

t><D&i&!) ±ft\z£&Z> 0 ELANtt, ATM WANift|:li;St5VL ANO- 
35 t ft 5 o 
[0125] 
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V^T, * v V 7 — 9 thftWi ft^m® \Z £ y> s V P N 4:<£ffl It 2 o£Jl±(0 V S F Sr 

[0126] 

:t^T^5. SAN^ATM^y 7^^^SfcliSAN»¥#lf y b^f-f 

©lolrffif LT, WANiCSAN^U y ^ S -fr 5 0 I P(i:wi:5Ws' h !7 - * 
±-C&8g&<g>{£1-ScD-t?, I P^^!7-^ll:ifiJ^fcSAN liWANit B «6fc 
te5S"t*5 0 10 
[0127] 

01 8 12, WANgglttSILfcSj&OVSFOyD^at'fcSo tvHty^- 
, 3 ir Z^*-, &J:t/P>'K>ir>*--tt, WANggCioTgg^ixT^ 

S 0 *WANggll, illtiplCATM, ELANjfcliVPN8g^f)«|iti5 
e # i? V * - I* , 4> < tt) loOVSF*5£tf'>fc< irt> 1 o <Z> T K A* 7 — & * 
fcZtiZo 011 x. . t^yft>^-ij:VSFlAt5j:t;7^ K^^-^AJrf IXV^ 

( o -fe^^-^^&r-f K^/-^o^yf a -7>r y^y y - * is v 

X*itnm&&ftt>tlZ h % VSFIiWANitltSti, 

[0128] 20 
VSF(Ott«« 

y yt-^iJitrf-^^-^t-^icsttiaMLfco l a> l , v s f t - * 

[0129] 

-ft * # ft * * h 7 - ? <D-U k LX (DftWiV S F 

-mnmiz&^x* vsf«, ^svsF^fEfflurti^ft^yn?-^ (cdn) £ 

Sftt5o CDNtt, X-*<E>#ft*^ * «T y i/ ^ - © * y h 17- 30 

? XhZo *tr»^t^ /* 0> * y h !7 — * 11-. x. If , Inktomi C o r p o 

ration, San Mateo, Ca 1 i forni a^bKSEcfiXtV^TT 
afficServer (TS) V 7 F [) x 7 « L T$It T S (i ^ 7 ^ ^ 7 

/< a > t° ^ ~ x >r fc , ft 3g 1* S e CPU©ig*D#ft 

[0130] 

^S^J-JE^^<ocPU$r®iW^iiaiT-#5©-C, — x V ft<o V * 7 Y 7 7 4 y ? & 
£ C 5 <OKi&^ifi£-C* * y > ^ ^fi £ if * $ 5 - t £ 0 * O IS * . CDN 40 

\t. S£W#fc-eCPU*5J:l/ I / 0^«c<@lcfev^T©ftilwffi5gi-5 i ? K«f££ft* 0 
[0131] 

-*^7 *; > F 7^ y h 7^5 <r-i/ a y© V S F 

htsixtwrnztiitv-x * t it, £g »j y-*;/? (ERP) , ORM 

Lt^io Ci tr ix Wi nFr ame^JilfC i tr ix MetaFramefc 

W i n d o w s (S&jggl) C EiSi fell * * zf ? 7 * 1f ft 
?©/M61^7>f7y H-COt-lf^HtMi c r o s o f t Windows ( 

SgfSf?) 7/y^-i/3>SrSftf5:i^T^5„ v s F ffi « w ft K r © J: 9 ft 7 
^y^r-^ay^*^ ht5:H^ttfcio 50 
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[0132] 

fiflxli. Kl* V<l> S A P AktiengesellschaftJ;DIS^$*VTV , >5S 
AP R/3 E R P y 7 h * x7C i •> % £ m tt & 8. <0 T -f V >r - */ a V*5 i Xf-=f - 9 
t-z^^fflLt^^^^Sro-K^tSr VSFOil^, PT^NAO 

g#£fcttte<0SB£S-3^TVSFfct£®1-.5fc«>l::, 4k^tt1Elc#<<Dr7*!;^--> 
3 yf--/< SAP^On^f-^) Sr v s F U: » i! D0 1" 5 . 

I 0 1 3 3 ] 

Rtfil, C i t r i x' Metaframe \Z X M Id # < <0 C i t ri x If - y< £ ii 

r - A±"CW i n d o w s 7 / !) - a Va-f IrftSf 5 i i 

roS^. VS FI^L, C i t r i x MetaFrame VSFtt. II: 
KOMetaf ram'eii*Xl>t5Win(iows (S@$I) 7^!) — •> 3 V CO 
3.-1fSriR§-t-Sfc*l:iEI:#<tOC i t r i x* — '<«:»BjfcilJHi-5'. ^ < coii*»co 

[0134] 

- v s f t (om&nz-ttm 

vsFii**i:(SCT4^Sh5fe*> vsFi rgf*1-^j vsFlSJfcttaaii, 
vsFSr*x??^f Xt5fcS)|:8* 4*ftf->xf A 1 1 ^|:^8 9 r t*-e$ 5 
. mZtf. VSFKMWzr\s~>'$:ftl,XWm\z3i!8.i5jiXf&%.ZtiZ><0?. VSFi$ 
ti¥f&T ? x&ffZtlX . i CO V S F S $t JcVSIE LT t i. 4$ttT*** 
ft, ? i y^t- v?*j i tf«£:T •? V *r — *y a h KStE. -ir^^n^X^, 
*fcttteoI§lftffi45St:±ot4tfcJit/^y - KBSE££ffl LtUbhi. 
[0135] 

- H JS 041: *5 ^ T , -SC<0 ^ a: v'Jl, = > f a - T" If > V^Wi * l± #J <@ CO "fr - 

Ciott^*H5. — i?\ci:*)^ SSli, JKoSfe. 4#«cog fc*5 »t 5 =» v f * 

-r^v^SSiKOSi:. £SS3iK#LT&ffl£;h<a^-K?*7:fc.fctfy:7 H>x7^?? 

h7*-A, if<OSfg<0 * i y*-^, 7^P^-v'3>'t-^ > * it fix- 

Itiaot, *?nvSFJ:S)il(t5:i:#tt5. &oT, ig;gtilK&tt*&=» ^y 
[0136] 

.fcl/fFtiBL. -tHSrUffi-* rt: «> lc # *> ^ JU d A *i S „ * - ^ - li A flD <0 SS# # W tk W 
LT, i§ IB T- fe 5 c: i: £ 16% -f 5 C i: a* T* £ 5 £ 31 <o * u * h 51 ^ £ *n £ * T , K 

. #.*3 £ i » mm-f^- viiffiff v s f St«j£ vsf 

tcfe(1-5-Xrt:-ei±<0=i^f3.-x-<v^g^ -co A'- KT^-fe^Sr4-x5^<^l7 - K 
SrBSliiB-f. ftlC i«tt7yH-->3V«)7^*-3e-S:7?^P-KLt,'V 
S F ■£ t So 

[0137] 

n y t^-x ^y^^!) ;/ K£gJ81-*&£#1ltfiJBW<0:fe&-e * ^ :/ ^ - s? 

[0138] 

S"J <o H 16 61 £ T , j'i7 r '<-v?i:J:!) > y 7;^ A d - KCl^v^t, 8 

^of/hStt^StoraovsFiDBtffi^fi'h/f ^« |o4>«)VSFt-^/?y 

y(fa-f -f y^fi©S/hS, £ tt V SFS/h^-^SSS-WLT^JiltiUf^fj* 
^^S^ifcoX^p'-^OSHr^igl'-t-iSJffllffi^^-t-Sri^T-^S. '<y *-fit± 
, B^(0^#¥^l>l?l^«reSiWtPSU, B-Ogl^p^yr^^SiSr^fiit-rsgl^y 



JP 2004-508616 A 2004. 3. 18 



7 h!>*7t!) LTV^ttilr*. 
[0139] 

ftmr ? **mm\c£ v . mztim's&znr . mm. o - k , s^oty^jtuh 

©4#©«rSiilt-5 r t AS-C# 5. ±IS#felc «fc 9 % i>- - 7 r - A g £ *t -f 5 ft * © 

x. z>um j; o t> ffi ti fc *j £ as # e>ii5. ft5i?«2fi£T-»i, «**^ft-e 

[0140] 

-VSFl:J}t5»4*f^ 10 
»±, vs F©3yfa-f^^Si«±u!Slii©lli»tfflici'J< vsF©aife 
„ iricl^tsvsFT-tr^tJii^Sii, fesvsFio!) y-7tt#«cti 

[0141] 

mz.ti. ±mtt. i o f« = y f^. -f ^ ^g*©*** fc»f s 20 

iS£.®-Cfoofc^raKS^V>T. il -*-/<© ii*0**&T- 81 & Stt*, C©<fc5fcgl&© 
£ fit 14, tt*Z *iZ I) 7 - i> i.^. 81 ;L»i\ M I P S B* IHk CPU 

[0142] 
-«* PimSiaT' V A P I 

Sr^D^-i/a^^B^^V^^y^i-^ (API) «BI 
L-CPfU=WL*fctt®*Sr«U, M K # < © f- - , M Ic £ < © * h u - v 5 , Ktcffivfe 

[0143] 

fflr*©7:/y ^--> 3 vfcglE-rs&gttft^, gE#©T:7* U T- > a ^ri, #lb«fi£ 

|g ft ^ ^ :h * X A £ #J ffl S r i # T* # S o 77!)^r-V3 V/B^7Aia5t-A7 
7-^© = vt^-T^v^Si:©^M£»rffit;:-f.5±lEteK©AP I 14, * - /< 7 r- 
A<D«^^*f-f5gE#ro^tb*&Srffi^Ttt^r f§ -C I* ft ^ . 
[0144] 

^*rff5Cfc#-e#*. StoT> avKa-lffcfctta*!*, Sr fc tt '< v * , '<?7o 
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10 14 5] 

nmmm 

igtt, ^fi^ttiEe^gi 9 i osr»t, mi 9 ic^-f mm fc^-fSiafflx *?9^^ > f 
tn^tsa i 9 c^-t-anKotufflT* ^^=.-9 -efc 5. 

[0146] 

01 9tt, ^:38MrolliS^!S s lllS^H553>'f^-^v'^xAl 9 0 0 Jr$fy.P^ 
@ f fc 5 . =>>V=.-9i/X 1 rJ*1 900\*. ti? $8 & £ » 1" 5 /< * 1 9 0 2 £ 14 <*> il 

mmm. & xvtitnz&m-r zit#>\z'<x 1 9 0 2cs«*hfcyptyt 1 9 0 4 & ^ 

A/-C?^5. aVfa-^v-^rAl 9 0 OttifclfffltT'n-fes/f-l 9 0 4 # H ff 1" £ # 

^S:»fft5fcii)i:'^i 9 o 2i:»8^fc7vyAr^t^^t!) (ram) Sfctt 

f&tfJlllfcjfEltgltftif©^^*!) 1 9 06£^A,-e^5„ ^-fVM!) 1 9 0 6 t. 

5©i:ttfflt5^ H'-Cf 5. 3^l?a-^i'^f A 1 9 OOlillc, & ttj 1$ & 3: If 7 
Dtyfl 9 0 4 OiJi^!:«#t5fcftli. >< * 1 902 |C g jg£ ^Ixfey-K^vy^^ 
•I (ROM) 1 9 0 8 *«fc©#«lB**S«*^'0V*6. fc^f'-f * * J ?»3t7 ? V * * ft if 
0>^1S&g l 9 l 0 AS^tf e>*tv fi?$R*5 ttJft^^ftlt l 9 o 2 

[0147] 

3yfa-^->^Til 9 o Oli, ffSa^n^f^-^^-mcg? ^ -T 5 fc «> C . 

t (CRT) ft if © *r 4 ^/i"f 1 9 1 2 K * 1 9 0 2 £#LT8«g£;h.-CV'>Tt>J:V'> 

. ^Kc^tj itfftro A^«88 l 9 l 411, Hi*iitJ<iSi<&oiR«r^Dt7t 

i 9 o 4icfia-fifc«)^, /<* i 9 o 2ic^^$tvTv>5„ momm<oa. — -fA^m§s 

14, #1*9 ft «*5 J; Vd^OlRST'D * If 1 9 0 4 icfiS U, B.-o * - V » <D$i % & 7 
4 *7 i 9 i 2±-e$jffli ; i-5fc»f>ro-7^x x h 5 y ? # — A' , # — yA^iR]* — ftif 
<D*-y/U3Vfn-/n9i6-cfc5. :®A * ttlS li - « »c , «5§ ** ¥ ffi *» 5 tfc 
gSrJ§S-t-5rtSr^IIElc-?-5 2oOtt, t<tfc^f l?i (fclAtfx) *5J;tf?f!2«i ({*] 
x.«y)lc*J»t52o»e*fiSrWLTV>.5. 
[0148] 

9 o oottffll;6SlLt^5. *%W<r>-£faWlz Ztiti^ &3i WtE =» >- f ^ - -r -< 
V^f^TAOfWflPI*, pt^r^pt*!; 1 9 0 6lc-&$*tS-X»4^«±»^ © - X tt Z. 
fel±©v'->r^^Srllft-r.57"n-fe S /^l 904 1CJSCT, ^Wzl-P'sX-tJ* 1 9 0 
0li.ko-Cfi i t>*l5„ C © i 9 ftlfe<frttv IBtSSeB 1 9 1 0 ft if ©SJ© = f -eSE 
*StD^llgftiaC(** 1 6p«'<>^ ; ey 1 9 0 6lc^*i££;h.S„ ;< W ^ p« * !> 1 9 0 
SixS^Wv'-'Jr^SrSSffl-Srilw.fctK :/0-t:y9-i9O4li, i£©^ot^ 
iSSrHfTi-^. ■?Ji> s ?-}a ! m.nf8.{c*i^X-y.l*-!lk±<D7B± yi>-*<£/8 / << > * 
tiil 9 0 6lc§iiv5^^©->-y>'^«:iff IT-biv^. SJ © 0d K *5 v T tt , g 

£ 3 iT©!&£©*&£«lcE£$ixft^. 

[0149] 

::t«fflt5BI Tz 1 vfzL- ; ?-C^^5t»»^II6ftfflEfrj 14 , 7" nir y if 1 9 0 4 K# 
w t ^ia5gi--5«E»SrS!*-r 5. w © «fc p ft 14 , *J?fgtt8tfc, 

. 14 e-jxii, ism^si 9 1 oft if ©#* fcttssmx -r * * £^tf . 
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KCfttt, M^^y 1 9 0 6ft*G>»«M*!)*r£tr. fii£J«#te. 1 9 0 2 tr« 
[0150] 

y * - -( a ft iS* ) x >r * ^ , 7i/*i///pf A-Kr^^, $ ^ x - 7\ 15 
CD-ROM, te<Z>3t$E#, /<^#-K, *fir-7\ ftO^*-:/£*r 
■** 5ffiltf>i&attj£#, RAM. PROM, E PROM, FLASH-EPROM, fa <0 * 

* 9 f y 7*. tzft* - h y y it* «fci£a£, Ztcft*l'¥~-9&m*&*)^mfJ:ftfr<DM 

10 

[0151] 

= > v - * &m*&\> ^m%m&<om* tti&jzit, -fv-tyvi 9 0 4 k-xi*-£a± 

»«^*!)|c**«:n-KLT, * x A £ « M L T SIS HJ ft ± "C * * £ i£ 5 . ^fa- 
/ h7y^^7n«fflltf-^#«-«i#i:««tKHK^5 0 l 9 0 2 fc: 

X - * £ tti 1" . 1 9 0 2ttx-^*^-r>^^y 1 9 0 6 ^ % ni^^Pt 

y If 1 9 0 4li#*(Dft^t*tTS:fi ; ?o 1 9 0 6 Lfclfo^ti:, 20 

i? 1 9 o 4 <onft<Dtti*iz&&-?w.i&mmi 9 1 oKteSK«#-f*^ia*-o#£ 0 

[0152] 
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WOttAttB rCWUSOI/WOM 

METHOD AND APPARATUS FOR CONTROLLING AN 
EXTENSIBLE COMPUTING SYSTEM 

FIBLD OP THE INVBNTMN 

TJ»iB«iw>t fa>adiBD id^yagri^|pdrti pnowBn ^ The mvecncsi relates 
more specifically to a method and appgratm for crmftpftrTg g wnnpvting grid, 

BACKGROUND OF TUB INVENTION 

Bmlfbu of Web eta and other compute systems today are feoed wifr many 
chaflragmg gyaeraa pUtming issncs. Tfacwinoaia ^ d c capa a ^plinmgfccte 
sraflabiEty and riln security. Aaomp&i^ these objectives requires fiwrfmg sad hiring 
trained personnel capable, of engineering tod openfioga^ wfaitiinuvbepotaituQy 
Urge od rrmrrpfrcated. This has proven to be difficoli Cat many uqpishitWBX because 

dCflgntDg) OF 1 *** 1 ***^ ! ^ *nA t^u ■■f?[^ |yygp sjtTt tSftftfll ffl ft ^ * *^ " ftrTfr TWP* bddBCW 

Ooo Approach has been to host an enterprise Web sits tt a third patty cite, co- 
loczted with other Web sites of ofiw rrttrrprixex Such outacwrcing fsdEties tie ran^n rty 
avaalaMe from companies snch ss Bttodna, AboreNet, GlobaiCeirtrr, etc. Thesoftafities 
pwwda physical apaco and redundant ncramifc sad pnwwu fteflMci hy lrwifriply 

OMtOmO. 

Although ootsocrcing web site hosting greatly rednces the tail: of establishing and 
maintaining & web sHo» it docs ocKitlieveacoinpiiqrof aflof fliepfobkmaiasodsled 

computing mfrastroctaro is the couiw of bnDdisg, operating and gr o w in g their facilities. 
InH ui u siKi technology Managers of the e nterprise s hosted it soch fs cfl i ttf* remain 
report ri bl* fariri«mw>ny awUrftt^ installing , coofiga rfng , sad msraislDing their own 
wnnpotii^cquipm^ttJhe&ciEtics. Tb* nmiagea imist rtffl eon^ difficnlt issaiM ^. 




mctudmg scnrei, aoftwaro sod power fitcflities, the facilities are no easier to scale sod 
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proofiidiahdstittzvQ steps. m sddiiion, proWcms remm 

caeapected peak demand. In (to cfaatkaa, fee wi t Biiui rin g ctai ip a ni ea often mamttm 



Rnther, Web anas managed by ootsooreing oompamoi often hwefiffinol 



kvd of eecnriiy fhitisobda their Web tofartotototoA*ncoloale6Am 



atone 

Also, TitrimK Web ctts differ in trttomil topology. SVaisDestoaiaimh/C Olimi iioa 
tow of Web savers feat kd load babroced by * Web h»d balancer. Sninbick*d 
babmcos are Local Director from Cuoo Systems, Inc^BiglP Aran FSIabs, Web Dbxctor 
mmi Alteon, etc. Obcr o'tci msy be constructed in » mafti-tier fesbioo, wbereby s row 
ofWebscrvmliirjdk Hypertext TnmrfcrP^^ 

app l i cat ion lope is implem ented in separate ap p lication serins. These- appBf.sfina 
■erven in tan may need to be connected back to a tier tfditabe» servers. 

Some of these diflerent camfigoxanbn seenaim are atom mFJQ.lA>TOL IB, 
end TO. 1C TO. 1A b a block diagram of a tanipto Web iib^ comprising eiintfc 
ccmpnttng dement or machine 100 feat include* a CPU 102 rod didc 104v MacfainelOO 
bcrjopled to tto global, pacte-^^ 
another network. Machine 100 may be boosrf ma co4c<atk« 



TO. IB is a Mock: diagram of a HierWebtemrftna U0 ccrapnsmg aptcrafty 
ofWebaemoWSA.WSB.WSC Each ofthe Web servers is coupled to a load- 
balancer 1 12 matucoupled to fctenetlOt The fotd balancer divides fee tn^Sc 
between the texrers to mrintein s balanced processing lead on cscb server. Load 
balancer 1 12 nay sb» inclodo or may bo ooopled to a fircw*Il for protecting fee Web 
servers mm mainth oriied traffic 

TO. 1 C showi a 3-tier aerver ftrm 120 comprising a tier cd~ Web servers W1.W2, 
etc*, a tier ^application server* AI, A2, etc^andatiercd'databasvferraaDl.CS.e^ 
The Web server* are provided far bandlmg HTTP reqnesta. TbeappBcafion servers 
eaecpte the bulk of fee a pplicati on logic The d 
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woowsaa Tcnasowms 

Given fee drvcnriiy in topology of Am kinds ofWeb sites feat need tobe 
cuusliucted and the v aryin g tepj niirjiwnta of fee cu u cs po n d mg ccn ipan i fts , it rosy appear 
thai £be ocly wiy to comtract lixgr>-«calB Web tites n to physically ocstam beild each 
site I n deed, fen is ftp coBw ul io M l appimcb. tftoy wpoBBtf iopi bp sepa tstriy 
stroggfiftg. wife the same issues. indcAUttBtttniWfwcKh Wd>iitoftoaaicrtdL This is 

Stin snothci piobtcai wife the canrcntirail apjiiuacb a rcaaarcc sad capacity 
planning, A Web site may receive vssth/ cEffcrcot levels of traffic cm dtiEsect days or at 
djOafrnt hours within each day. At peak luffio braes, fee Web aits haxdware or software 
insybfttnP'W^*'^ i**] 10 ^ ween as ^ »irmiiWf tray* KflTif* it fr ftifin—j—t At 
oftex tunes, fee Web site hndra or sohwsw msyhsvc excess capacity and be 
vnderotiBxed. Inttocoovenliotii] appro^ 

ova^ paci fo a a dtffiwitt problem. Many Web sites never find flic right balioce md 
chxocjcalry softer Bsso under opacity or <t n xfM capacity. 

Yet tuothec problem fa fifium mducedby bnmsn csot. A great p otenti a l hfctAtJ 
pres e n t in fee correct approach of tajpg nnnrnnB y cottstrocted a ur v m Jamil ii that tannin 

nalfimctwD, poaaMy resulting in low of service toosers of feat Web site. 

Based m fhft ftHrflftingt thrr* If f * , i* w r n***^ *** fi*M ft* mwjmwMd pcfeods 
and apparatuses n^providnuj > mm njwt iiut system fetf 
on demand wifljuul iccfliiriag cortop CQpntrnctrnrL 

Tbm ii also a need fur a. computing system feat supports creation of multiple 
segregated prooa ssi ng nodes, each of which cm be crpwrirf or collapsed as mated to 

There a s> further need ftr sroeftod and apparatus fty controlling soch an 
exteasibl o campomtg tystem md its coasfimeai w -|»n.ft*tiii p» w ttmg nnri*^ Ofecr 
needs will become apparent from fee disntosnre provided herein. 

SUMMARY OF THB INVENTION 

and that will bcoocao apparent from fee fbfluwmg description, aro achieved by snirffaod 
and sppamtus ftr controlling TTV *"*^irrg * %gtfl^y "^^^ ^"B^^y *nil*M # rr *^ " ^ 
J«L» pro 'f snug sites, baaed oo > wtto scale cunniutiiig &Luc f/^UmiatoaggMO- The 
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compntmggrklia physics^ 

organizations ao demand. The computing grid composes a large plurality of computing 
dementi that txo coupled to one or mora VLAN sTriteneasndtooneoxincwstwsgeansa 
octwcct (SAN) switches. AplmaByafstoiagodevicesara eonpted to the SAN swathes 
and maybe ndecthdy conpled to one or more ofte (Waning dements tbrootfi 
tytatipriitB nrttehrpg tegjo sal commanda Odb port oftteVlANiwitifc occupied to 
in external nctworit, sach as the Internet. A mpcrr imt y i irrhirmm , layer, laadrine or 
proctn ij cocpled to tbc VLAN rwifcha sod SAN switches. 

fcritully, tD storage dcrica cud computing damanls sre migncd to Wjb Pooh. 
Under program c<aflroi» the loperrooiym 
switches siri SAN twih&es to cxHB>bc 

s to rege dev ice s. As a result, socfa elements and devices are togLcaDy removed from (he 
Idle Pools and become part of one or more rfatcal scrrer fam» (VSft) c* mnaol data 
centos (IDCi). BachWcompntrngdrmert^ 
a stcaage device thai ccm^ins abort 



According to arc epect of the invention, the supervisory layer ii a control pime 
q n apjae d "ft p ** ifTrJ rr*™" 1 ha nBwhy ***** * nrfnf ^* a » easier contiol 

p p^ if- ^ fiw ffrm i i «m« «^nrryiTitiniy.i ff|B^y CTT ir)fnf QDO Of UtnTS SfafO Central pPDQCSJ 

mgcbaaisnM Ti*> oco or morn master control procce« mechmisin* tllocate md do- 
^wtiTTg The one or more master control proceo PHi'Jmitrrra fa s trnct me stars control 




slave control nKCTttmsna fnst cannot be restated. The dave control n 
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BRIEF DBSCRIPTBON OP THB DRAWINGS 

The prraenl invention is illustrated by way of example, and not by way of 
UiinUlita, in the figarcs of the aoocaupanyiag drawings and in which fake reference 
numerals refer to similar dcmtnti and m which: 

FIO. IA » a block diagram of a simple Web rife having a single competing 
dement topology. 

miBia.hlocidiigramofaane^icrWebfc^CTfenn. 

HO. lCu a block diagram of a mrte-tier Web sriVCT&nn. 

FIG. 2 b a block diagram ofocc cocfigmBlioo of tn cxtemabk canpcting system 

FK3. 3 is a block diagram of an exemplary vntoal aero farm featuring a SAN 

HO. 4A, FK3. 4B, FIG. 4C, and FKi 4D are block diigrxnu ihcwtTBg successive 
steps involved in adding a compuf mg ctcmcn* and removing dement from a virnial cerver 

PIG. 5 it a block diagram of an anbodiiroitof a viitnal atrftrfi^ayttaii, 
cmqHitiag grid, and supervisory mechanism 

FIG. 6 is a block diagram of logical conaxiicraof aviitmle^rvtifem. 

FIQ. 7 P} a block diagram pf logical «^p-"tfo« rtf* aCCTCT farm 

FIG. 8 la a block diagram oflogtcal cotmpc4tonaofavnioaJ server iaan. 
m9bablock diagram oftbgital tefa^ Afr . pUt^ ,~4 ■ 

data plane. 

PK3. 10 is a state diagram ofa master control election process. 

FIO. 11 is a state diagram fix a stare control process. 

FKI. 12 is a state diagram fix a master control process. 

FIO. 13 is a block diaaran of a central rmtrolp m c Am r myA imiMpbr^ 

plsnes ^rwf ^ftrnjwitmg grille 

FIG. 14 is a block diagram «f «. tnAii^ fix ^'^^inj; portions vf t 

FKJ. 15 is a block diagram of a system with a coiqratmggrMfbat is protected by 
a firewall 

FIQ. 16 is a block diagram of an au-h i t *. j.u » to* ***™***^ f mtfroiprtmr to a 
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VIAN tags and IP addresses. 

FIG. \9 it * block diagram of a mopoStt system wife which in QiibodlHisut may 
DETAILED DESCRIPTION OF THB INVENTION 

(Visits arc id forth id order to pro^rifca thoracgh uudettliitrtirtg of the prcecpt mrtntigi 
D will be appsrcrS, bowcvei» to one ddllod in the art thai the picscaJ iaymtion cay bo 
p ra cticed witnoot theso specific detsili. b other iutfanrf % wcO-fcaown structorea and 
de v ices cp sh own in block diagram fbm in order to avoid ii nurr tss ariry obauumg the* 
present invention. 

VIRTUAL SERVER FARM (VSF) 

Awarding to coo embodiment, a wide scab cogpnbng ftboc (^Pomputnn gtufQ 
is provided. Tpo co mputin g grid may be p hysic a lly constructed opcb, and thee logicalry 
partitioned on demand. A part of tho casannf ing god is allocated to each of > plmaLty of 
enterprises or orgsnljattnrr* Bach org si i imhnr s logical portion of the tujuiyUhMg grid is 
referred to tt aVirtaaJ Savor Firm (VSF). Bach orgsniTstir*! retains rm^^ 
wdmrrHtntivo control of its VSF. Bach VSF cm c htngr dynamically m terms of number 
of CPU*, (tongs capacity and disk and network bandwidth based on rcst-tuno demand s- 
placed on ihs server fimn or other factor*. BachVSFtatecuo from every other 
organization' a VSF, even Plough they are all logically created cot of (he same physical 
ccanpating grid. A VST cm bo connected back to an Intranet psmg emacraprivatp leased 
line or a Virtual Private Network (VPN)» without exposing the Intranet to other 
organisations' VSFa. 

of fcecomrmting grid aOocatrd to it, that ia, mitt VSF, even Ihoagh it may caoenefuD 
(eg super-caex or root) administrative access to these computers and can observe all 
traffic on Local Area Ndwotsj (LANs) to winch these comrajtrrs are oonnnctod. 

where the secmity p erimeter of the VSF e spand s and Junta dynamically. Bach VSF can 
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. The 

supervisory o 
may bo used, as described heicm. 

The central plane i* imp litiif ated rrt * ccwytopJy faA yirofait faf nf eoapBtittg 
riw u w li assigned tor at^xjvwaiypuiposea^ancoaacaiocf more served flat nay bo 

mfE*ftrtnnw^Ml fn « wrtmrit rwWj nrfK»r- n»am TbS Control plane performs CUUtCUl 



special control porta or 
control plane jwH^iyLd^ff ^ physical htfo ftoo to w rite! cammnte of do system* 
loads of cuci p u t i rt g c icnienta id the system, and 1 



Oomputcra used to unplernent the control plane are logically invisible to 
competent in the compntmg grid (and flMtfin in any specific VSF) tnd cannot be 
a tt a c he d or subverted in anyway via dementi in tbo exdpotrcg grid or from rilmul 
oompoton* Only the control plane baa physical connecfinTM to the control ports on 
devices in flic ootiyitlinjt grid, which uoutiols membfiihip ia a particu l a r ViJ. The 
denocs mthe cuMiyuU^gcanbc configured ccly through these ipcr.nl control portly md 
thciefota computing etancata in tho ooonputmg grid arc unable to change their tecmity 
perimeter or acocsi storage or cosjpntiQg devices which (hey are not astborized to do. 

Thn^aVSPaltowaofg tD ii rtiora 
waiuxge a private server faim, dyrarrricany cmledoul of a large-scale shared conyflrng 
jnftMtmeng e% namely the computin g grid. A control plane coupled -with me eompnting 
architecture described herein provides a private server firm whose privacy and integrity is 
protected through access control mecbanisni implemented in the h ardwa re of (he devices 
of the corcpunnggrid. 

The control plane controls the internal topology of each VSF. The control plane 



switches described herein and use mem to create a variety of at 
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These include bm ere oo< hunted to, coglo-tter Web term fkrnti frtxtt-ecded by a loud 
balancer, as wriJ as amM-ocr nmfi g ur at * fln t» where a Web *u w talks to an spphcjfooo 
sorer, winch in tmn ttlki to t database su >il A ninety of load hri aia 'm fc nniln-tie nn g 



THE COMPUTING (3UD 

with area. Hret tha docoicgit describes the computing gadiDthoooulextofanngio * 

b"*MiPS ,ITW ^ PCtWQSa^ ri»npna Bil|^iJy nf tocri mm tBChPnlD pCS. Then fllB Q w SBB BSBt 



CWAN). 

FKJ.2isa 



computing grid 208 is composed of a large number clconsxm^etaxienniCFUl,CKJ2, 
... CTUn. Id an exemplary e mbodiment , there may bo lOjOOO o orn |a jt i n g elements, ot 
mom These cmnpcfjng elements doirt o oB l s fa oTStotoipyB ocfrfi^od pc wiePBBt itrto 



mch as a local disk, hgtcad. aD long tired stiteipfoi mi tkioisitotMsepgsteftomtfao 
ocanpohng elements, on disks DEK1, DISK2, - ntCTTw tK«» «w cmptgd tr> the 

COnOBting "J**"""*" * Rfcnrtga Area. MetWOfh {RA>I) QOBttpPSBUj ««e or »im— e. SAW 

Swikh»2Q2. Examples of saitablc SAN switches arc commercially available fiom 



more VIAN twiiches 204 wbirfi can be divided cp into Virtnml LANj (VTANj). The 
VLAN t w i t ches 204 no cbn plc d to flic Interact 106. m general a conspnttng element 
ccctpns one or two petwegk interfaces co nnected to the VLAN switch. For the sake of 
simplicity, hi FIO. 2 all nodes are shown witL two network interface*, aft houg h some butt 
hanre leas or more network interfiwra Many cou mrm cial Tenders now ptwiMa switches 
sopporung VLAN nmcttocahty. For example; suitable VLAN switches are oosmnennaQy 
available llwi Cisco Systems* Inc. and XtreoreNetwodcs. Sunt tarry mere are > Inijfco 
mnribei ^ rrwr,r nTfunWy araflsMn pi odscti to oonsti 
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switches, 3CSl-to-fihrp-Qi&riittl bridging Devises, sad Ndt+iaJL Attached Storage (NAS) 

Control plane 206 is i*juplod by a SAN Control psth, C!KJ Control psth, sod 
V1JSN Control^ to SAN swin±» 

f*i 'ill II <MJ * ■ 

B>co V8P n cmpotri of oictofVLAMaj a OBtof ccjiapwfai^clcnicntiflwtwB 
iftacfacd to the VLANs, and * subset of the Ocrage available cq (be SAN Qui is coupled 

ft* f SAN ** p irfwJwl fry tha RAM hurhma ftnm acceM frrrm 

f*nnyntmj riww«ih that STD frt of OtbOT SAW Btnaa. Flefcia M y, VLANS that prPTldO 

noo-fcjgcabte port identifiers are cicd to |Au*ml one ccstoraer or cod cocr faga 
iil<uMirnj«weF««t»>V&^if^iJtiiiLgKflf MwlhguiiiiWMf ta-aiima. 

FIG. 3 is » block diagram of sncscmplarf lirtml icnwr ABnfcMflrfDigt,&AN 
Zone AptotfitjofWeboovm 

(VlANl)to»k^balmccr(LB)«iwwI1301 A second VLAN (VLAN2) cocpics the 
bleznd 106 to Ihe kid balancer (LByforwaB 302. Each of the Web servers cnay be 
selected from anaocgCyUl, <JMJ2, etc^ caingcanrhflrriiras desenbed farther herein. The 
Web su nxa sze uAiplui to a SAN Zoos 304, which ia cocpled to one or iik4d storage 

At any preo point in tunc, ncn iflpsion g clcfl i cB tiftlhoc caiy 8 liHg gid» such as 
CPU! of FJQL X » cnlT connected to the act of VLANs md the SAN rooe(s) associated 
with a> aiogis VSF. A VSP typically is not shared among dlfiEontd organ! afioui. The 
subset of storage on fee SAN (hit belongs to a single SAN zone, and (be act of VLANs 
associated with it and the computing eknia^ on tbese VLANs define •> VSF. 

By controlling (ho membership of a V1AN cad the mcnL^tldp of a SAN rxnrc, 
control piano m&rws a bgscal p gt it km in g of fee competing grid into nmltipte VSFs. 
Members of one VSF cannot access fee competing or storage resources of soother VSF. 
Socb access icstxacbons so s o fac ed it (be hardware level by Gib VLAN switches, and by 
part4evcl socbbi cod&qI iBcchsnutus (eg , railing) of SAN hardware such as Fibre 
Channel switches and edge devices wrrh as SCSI **> Fifrf* C^^* 1 ^^ frf Hif log ItuE** 1 ^ 
Computing denents ftst fbnn put of lbs competing grid are not pbysocaQy connected to 
tho control parti or interfaces of (he VLAN switches and the SAM switches, sad flmifiarc, 
c ann o t control ft p ut aubenJbap of the VLANs or SAN tones. Accordingly, the 
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computing dements of the computing gnd cannot aooencoinpntmgelesneids not located 
in the VSF in whiti they arc oodatiood- 

to (he oanlro] ports or nrterfrcc of £ho devices in (bo grid- Devices in the iXMiqmling grid 
(compotes^ SAN switches aiMlVLANaintDlCT) can oofr be configured IliiuughBKih 
COBtrol ports OT mtttftOCt. TMs prwyiri** » shnplo trffiflyeniittiTiraTi* wf Enforcing 

ff*v^ ^^ii|Bif in^f dement in s VSF Is rrplsfT ibln by snj other ciiiny^"^ rf^t^^^ t 

Tim ntrmhrr wf fyii|Mitiitg^.l>j»>j^f«^ VIAHi tod SAHlCnCS Mandated Willi 1 gffCtt VSF 

pnmhe i cf coin pntm g dcnaflBts flul rofaptfa iBBCPW L Computing elements from mo 
Idle Pool amy be as si g ne d to t particular VSF fix reasons s&ch as increasing (he CPU or 
BflMOt y c s pnt j t y stsfl sb l s to (hat VSPt or to deal wUh jaihucsof a particular computing 

Pool sarvu as a luge ""i bi w i sbscubcr* foe Tarying oc Tmnty** Web traffic loads and 
xeiiii e o peas, pr occ a a n g mega. 

The Idle Pod ii aimed between msiy fiflhaM urgj innl b wu » and d m tl l ae tt 
provides oocnionaeaof acale, atacoDosniglecrgaiiitfltk»ii has to pay for ti^ entire cost of 

at diffirad tames in tho dsy, as needed^ fh*r^iy aoehbng n"h VSF trr fliv 1 Ttfirai 

oontnwe to peak at mo aanie time and fhcrdy poteotiaDy exhaust fte capacity of ftftUte 
Pool, (he Idle Pool can be luuetscd by adding morcGrUs and storage dementi to it 
(aralaWSty% TTm <r*jxr-tty nfih* irfL* Pnoi jacsiSiDcewdsosstogBBS^yindiicoftc 
probability dat, in ateadyatat^ a particular VSF cay not be able to obtaiD an additional 
O QMpBhm dement from tfao Idle Pool when it needs to. 

VBX 4A.FIS.4B.FIG.4C; and EKUD are block diagrsins showing e n cot asnre 
steps jjvolredininoTingacoayuUjngdrjiiriit mind out of me Iiflc Pool. Referring first 
to FKL 4A. aatcme mat me control plane bnlogKaQycoeneetedaltaneottoftfae 
wanputmg grid into fint and s econd VSFe labeled VSP1, VSFX Me Pod 400 comprises 
apteraHlyo/CPUj402,cneofwt^ InFIO. 4B, VSF1 h« darrioped . 

* need for an additional u'anjmtin g eirirccnt Accordingly, me control plane moves 
CPUX fimn JdfePooi 400 to VSFl.aj mdicatedbypsmdOl 
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fa FIQ. *C> VSF1 co kaiga needs CFUX, «nd tbcreforo foe control plane mpvea 
CFUX oat ofVSFl and back into fit© Mb Pool 400. b HQ. 4D, VSR fan developed a 
peed ft* an iddrtianal cementing ejetne nt Acceadirigry, the control plane moves CFUX 
from the Idle Pool 400 to VSF2. Tbos, over the cocrae of tiros, wmfflBc undib oai 
change, a angle competing dement may belocg to (he Idle Pool (PDQ. 4A), then be 
assigned to a particular VSF (FIO. 4B), to bo placed bade in flat joToPoo1(FK3l 4C), 
md then belong, to mother VSF (Fia 4D). 

At each coo of these stages, the control pirn roofi^ifcj the LAN twitches md 
SAM switches sssociatod with (hat computing ckwwd to be psrt of Ac VLANs tod SAN 
boobs mftfiiatrd *Wfti t [with mTtt Vni* (tt flw MH P*m*T) Ai * '"Ainu to "tt* "'^"^fiitiTTT*, 
in between ^f^i ft wiri*yw\ eea npotrng staui w * *y p***™^ Acmm or r ebooted • whm 

BlB riwwmf pCW PC W d badt ^p, n* 8 wi^BillHg rirmwrt vieiFK a diflbMBI 

portion of too a^jft boob fin flic SAN tti p^fr^^fr, fee ^fmijwif^j ^f^n^ntv^Muu • poj^tjoo 
of storage none on the SAN that irxtndes a boot able image of ancpr jatmg system (cg^ 
Linux, NT, Solnu, etc). The storage rone also iradndes a data portion that is snecific to 
each organization (e.g* files associated with a Web atiru, dttihaso partitions, etc). The 
computing di dm pt is abo put of another V1AN which is part of the VLAN set of 
another VSF, ao it cm access CPUs, SAN storage devices and HAS devices associated 
with (he VLANs of the VSF into which it has been transitioned. 

logical ttoeprintt that are associated with rote d* 

dements. Initially, no computing clement is dffikjtw d to tny particular role or luk, such 
as Webserver, application server, database servo; etc The role of (he competing 
r}flTFH# TT ■nqmreif ftnm one «f» phaahty of pm^Vffrtfri, stored bfacpiiiili,, each of 
HhHi defines * h*** Hii*y- for toe g= ^ffnpti*iityi H 1 "" "** Bud are sssociatod with that role 
The btaquicfci nuy be stored in the form of a file, i datibase tebk^ or any other storage 
Cm mat that cm associate a boot imago location with a role. 

Thus, the movcmcnti of CPUX cn FIO. 4A, FK3. 4B, FIQ. 4C, FK5. 4D bto 

VfTgril. ITTTT phyrfnl, TV* m •r*™r>r'*i'*-A Hy wTwytfignrrng VI AW raw'hrhr* mtt SAM 

Zones tinder control of The control plane. Forthec, each computing element hi the 
coitipiiHnsj |oxd initially is esscDhaUv fhngible, and isaxsnes * fpffiific procrwiyig.Tff^ 
onh/ mGr^ ft ii ennnected hi a vgtnal ft™ pj loads ^flwm from * >»mt fapage. 
No conns, it rag do pent M dedicated to any pcticolsr roto or task mob as Web KCWi 
ap phesh oo server, database server, eto, Thetolaof BiaCDPiijtttugcfa ci P Bt rs scoj nro d 



-11- 



(52) 



JP 2004-50861 6 A 2004.3.18 



from one of a plnraHty of pre-defined, stored blueprint*, each of which is tssocutcd wifh 
ft iofe^ c&cb of wfaicb itfj ft boot jrdt^^ ibr the f tjf iijp^'nj fflffniHitff tbsi e ii^^^Mrif 



Since (hue it oo Icpg-fivcd iUto i nto u nt i m stored to ftcy given 00^4*1 Jdig 
elnumt (rach. «■ Blocai disfc), podci ne caflTy moved betweca diflcicui VSFi, wd cm 



gj^ n^yf jjjg^jy ny^i'jeablDg ill i pi*, of pfypnfd Of II 

nid out of various VSFs» Ry couanpto, ft orimpiiting cfcnmt may <ct o ft Web eqrvcr in 
one VSP, md wbes it n brought into ft diffacul VSP, it maybe • ditahmw icrver, ft Web 
kutd balmccx, t FircwiU, etc It may also tuccessivelyboot and ran different opcrctntg 
lystcco locfa >i I iiiiix, NT or Sotefa in different VSFk Tbrt ft, each ccooptzting etanenl 
fa fl ^y wnijiiting gpJ ai ftm^ibl^ tod fao) tte rtiltff polo ftm^pcd ^o rti Ajyoiw^Mufy, 
entire kjcivq capacity of the compobng grid ctn bo mod to provide coy of (he euvicea 
requited by any VSF> Tbii provide* > high degree of wnohUOSty md rchabibry to die 
tetviocj ptovided by > itnglo VSF, because each server po fin 1 1 1 1 1 ig a yki (kjiTit gerricc 
hat po te n ti i Dy flwonod ft ofback-wp servers able to provide the onto service 

Forthex, the largo restrro capacity of (be ccrajKiirng grid can provide both 



VLANs, sod connected to ft ennfignnble zone of storage devices vift ft SA)t» all 
- oootiolkd in reaMxxnfl by tbe control plane. Every ouiirpurtrg eiarDcnl cm act in the role 
of any required server in any VSF, md can connect to ray logical partition of soy disk in 
(heSAN. When (he grid inspires rooroccoiptttixigpG^irex or disk capacity, oorripdiiiig 
qfcrnffd* ******** ilaruge im tmnMfly added tn fee tdlapocd, which tuny decrease over 
tfpjff n ttvtt *fgf < ** , * i/w Tf jwvH^ ^iVF t Try^f No m&cnal utei veuliun n 
icquuod fa order to incrcaso the mnriher of wilt, netwmk and disfcbaiMlwKfah end 
storage avaus^ to a VSP. Afltothre»c<gteftareaI)ocilrd ccdenM[idfiom<3^ 
uetwuk inddiftkiCRMBOCi available is tbe Idle Pool by (be cobIidI plftoo. 

A r* rf ^ r " rl ^* r V^W' gnly^ii^ *r>Tn«rmq1 TyerFnfiglJiiitio«^ Oofy the OOmpCtlDg 



Thft pft!iriM1i*y *^*** ^"HTiiit titw in oopfifflring > nw ftervci 'tit^ f ^nnt tfv^t ii 
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cane the gang f*rm t^fn*T"i"1iirn,p < *wiHyiTT T * , * m S *" ***** »>f wwi »f flx ■ 

wco sub, a yfnBMuy ennnagccu 

The control plane also npficstes data stored m SAN aUiiJiediUxagc devices, so 
Stat feflnre of any particular storage elcctfait does pot mii>£ a loss of service to «ny put 
of Ok system. By doenmfing Uffig-trved stony fiom computing devices tcsng SANs, 
tod hy providing t wfni s fmt storage andco tnp»tm g etepc p tit whew anycompntnig 

A DETAILED EXAMPLE CEP ESTABLISHING A VIRTUAL SERVER FARM, 
ADDING A PROCESSOR. TO IT, AND REMOVING A PROCESSOR FROM FT 

PIG. 5 is * diagram nf f rompnrrwfl grid artA COBHOl pi*"* mftrli«mim 

acujcling to an corbodimcnc. With reference to FIG. 5, the following describes the 
detailed steps flat nay bo wed to crate a. VSF t addnode3 to hand <klcto nodes iron it - 

FIG. 5 d epicts w i nmfm g elements 502» i * w i^i isfflgc«kii4*ils»* A fluough G, 
coaplsd to VLAN capable switch 504. VLAN switch 504 is coupled to Mead 106, snd 
feVIJWswitchhas ports VI. V2. eta Computers A throughG are farther coopledto 
SANiwitdi5<)6,wlikfai»ooapkdto Hie 
SAN switch 506 fats ports SI t S2, eta A control pUnenyriisnism 508 ii 
cctnmiraati»cJy coupled by control paJhs ami data psfht to SAN iwitefa 506 and to 
VLAN switch 504. Tha control plane b able to send control ujujmuads to these dcrtcca 
tbroogb. (he costal putts. 

FKJ. 5 is a small number. In practice, a large rrnrober of computers, og, thousands or 
more, end an expaHy large mnnber of storage devkxs Ibnn the computing grid, msoch. 
larger str oc rnrca, multiple SAN twitches are jatBroccncctBd to finm a mesh, sod rrn irtrpJo 
VLAN rwitchca arc mlmxraocted to form a VLAN mesh. For clarity ami incpJicity, 
however, FIG. 5 showa a single SAN switch end a einglB VLAN switch. 

Initially, all computers A-G cro assigned to the idle pool unhl the control plane 
receives a reqaest to create a VSF. All ports ofthe VLAN switch are assigned to a 
Bpccific VLAN which wc shall label u VLAN I (for Ox idk rooc). Asmme that the 
wnti'ol plane is asked to construct a VSF, containing coo load b all \x cU firewall and two 
Web servers connected to a storage device on the SAN. Re ■quests to control plane may 
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li response, the antral plane assigns or aOoeatos CPU A n feted 
balancerfrmrwall, eid tHocatc* CPUj B ra3 C *i fee Web server*. CPU A is logicaHy 
placed in SAN Zoco 1 , and pointed to a bootable part! turn cci a <&ik mat codanis 
dedif sted load frilfm fagflBrowslBng software. Tho Uauik 'pointed Id** is nod for 
enmcKDeo and it tntr j Mtrd to indi c ate first CPU A w given, by tny mc anS) hrfbemafloo 
iii0}<vffll to gable IVU A to cbtara oc locate appropriate sollwaie that it Beech to 
operate. Placeman of CPU A fa SAN Zone 1 en*bies CPU A to obtain rororca from 
disks Ant He ootrtroDod by the SAN of first SAN Zone. 

Tho toad balMTcra is wuligmod by flic tmulfid plane to L»»t aboct cnJi B Mid C 
ts tbs two Web servers it is t uppotcd to load balance. The firewall coafig) imtrvi protects 
CPUs B sad C tgrimtBiMariaoriaod acceraftcan the Literals 106. CPUs Band Csre 
pointed to i disk partition ao tho SAN dial contiiiv fcbootslta OS imi^fitf a particular 
operating tystcni (cgt Solans, Liflux, NT etc) and Web server application software (o.g* 
Apache). Tho VIANiwirebbcoofigirrcd to place porta vl rod y2 on VTAN 1, and 
portiv3,^4,T3,v6andy7onVIAN2. The cootrcl pl^cocfigaxei trie SAN twiidi • 
506 to place Frote-Chaimci twitch ports si. As3ands8irtoSANjra»l. 

A > V u'J ip tioD ofhow a CPU is po nrtr d to apa rura dsr disk driva» sad what tMs 
means tor booting up sod shared access to disk dsfay is provided flnttm hcxtliL 

HQ. 6 is > block diag ram of tboi ra a iThn g flic logics! c c stnso tvliy of o cbsjoIbb sj 
de mer sX which we e c fflo cthwfr eaflsd \Ht I. Disk drive DDI ia setoctod flora among 
storage devices Dl, D2, etc. Once the k)gr^«tnic±ori>M sbovmiaFKJ. 6 ta eehicved, 
CPUs A B, Care givm a powerop command. m response* CPU A beoon» a dedicated 
toad l**T*TTTKfiiT , ' , ^ft Jt i" ,l f"*" t fl cteocat and CPUs B, C become Web servers. 

Now, assume that because of apahcy-bssed rule, the coolrol plane dcternuncs that 
another Web server is recjuired in VSF !■ This may be censed. Sot ca nraplfi, by an . . . 
increased number of requests to the Web site and the nnhimer's plan, permits at toast 
three Web servers to be added to VSF L Or it may bo because the ctgnnrratico that owns 

tnfchirrism t snch«s» privileged Web pefflthataJkm^h to add oioreserrCT torts V5F. 

Iniespcosc, the control pipe decidet to add CPUD to \HV I. m order to do th£a» 
the cootrol plane will add CPU D to VLAN 2 by adding peats vS and v9 to VLAN 2. 
Also. CPU D-e SAN port *4ts added to SAN zone 1. CPU D ts pointed to a bootable 
portico of the SAN storage thai boots up and nros as a Web server. CPU D also pta 
read-only access to (he shared data on the SAN, which may oopsist of Web page coapaBta, 
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execuiible terra Gcripu, etc This way it is able to so» Web requests intended for (he 
serve farm ones m CPUs B rod C aerwj requests. The control plane will also cosxfigui e 
the load balmcer (CPU A) to inchxlc CPU D as part of the sorer set which is being load 



CJU D Is now booted op, and tho size of fin VSP hn now increased h> flute Web 
servers tnd 1 load halmwr . FIG. 7 is a block diagram of (he rrsnltrng logical 



Asiamto that tfac umkul plane now receives t reqnest to create soo ther VST, 
wLkli it wfll name VSF 2, rod wLriJi seeds two Web servers rod one l oa d 
DalHiwir.i/fiicgalL Tt»i«w»»>ni pt^tw «rw-»t»» ■ pUBtp bo the badbalroctoffirewill rod 
CPUs F,G to be rhe Web servers, ft coofigBres CPU E to know abort CPUs F, G a* the 
two compiling rJfJiifJib) to load balance against. 

To implement (his configiirttjUj, the control plans win <?iaj figure VIAN swibii 
504 to include pott vl 0, vl 1 in VLAN 1 (flxtt is, eosaodBd to the bttmet 106) rod poets 
vL2, y13 andYKvU tobeinVLANl SmnTariy, h configures SAN switch S06 to 
include SAN ports s6 snd s7 rod s9 in SAN cone 2. This SAN tone mrJndra the storage 
oontoioing too aofrwero necessary to roc OHJ E as a loadVhfthrrfOfT and CPUs P and Q as 
Web set yen that use a shared read-only diakpartirjen wiTUhrnd in Disk D2 in SAN mix> 
% 

Btfi O * ■ ■ 1 1 _,t jtfj.j__i.mi. jifllLj. mJiL ■ UjAmI .in...! . mii.flM IMuvuiktiw 
""* fwn-F_r in-ig^wiTi i*t ttw» nniinfffi or-flfT" * I "1 * Jf JllllMmifpiVWV 

Y^s (VSF U VST 2) share me san» physical 

VSFa are togtcafly p a rtiti oned. Usen who sccqs CPUs B. C, D, or the e ntetp r ue flat 
owns or operstes VSF I croocJy access the CPUs rod storage of VSF 1. Such users 
cannot access (he CPUs or storage of VSP 2. This ocean b ec a me of the oca n binatio n of 
the separate VLANs and the 2 firewsJlso^ 
ditTaeut SAN zooes in which the two VSFs are configured. 

dOWn to tWO Web SUVUA. TSt«m«ytMWTi«« th» funjvimry irtrmman m Snarf rm VSP I 

has d&ufaii**!, or it may bo because of segno other adiiiiiiiriiatiT^ action taken, b 

response, me control plane wffl start down CPU D by a tyead 

include powering down me CPU. Ctace me CPU has shutdown, me coon^ 

removes ports v8 and t9 fion VLAN 2, sod alaoraxra SAN peal rifiom SAN xoxeL 

Port #4 is placed in ro idle SAN rone. The kQe SAN znne may be designated, lnr 

auunpto, SAN Zone 1 (for Mk) or Zcne a 
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Some time hta, the natal pirns may decide to add tr»ti»nc<btoVSF2. This 
nay be because (ho bed on the Web terras in YSP 2 baa tennjcearih/hmreasodw&inay 
bedrjetootherrcaaoDX Acconfingiy, tl» control pltne decides to pisceCPUDmVSF2, 
asmdicatri by dashed psa 801 border to dotes, it confignra On VLANewibmto 
ine^pcrtT«,v9inV1^3t a dSANpc«t*4iaSANtt«»i CPU Dii pointed to 
the portion of the storage op diric device 2 flat coutnioi a b o o table image of (he OS tod 
Web terra; software reqmred Cor terpen m VSP 2. Abo, CPU D is granted read-only 
Kcexa to dm in » file ryitem shared by (be ofijcr Web servers in VSF 2. CPU D it 
potrani backup, and it now ran it ■ loed4)diiic^WebteTvermVSF2.tndctnno 
tongeracctwtnydiiim SAN cone 1 ccfceOFlfeiltached to VLAN2. toptrticclir, 
CPU D has no way of accessing tny element cd T VSFl, even thoe^tl in eedier point m 
time it wts part ofVSF L 

dynamically espsndod to inrJude CPU D, Thru, e nmodbm ents provide dynamic 
firewsffing flat sn tomstirtl hj adjusts to property protect cctnpulmg demectt flat tic 
added to cr removed ftom a VSF. 

ForpmpOtCt **f »n|J""«ttiw^ «iphfirfin>«it«>tim1v»'n rffwyfhed Imjin tn fee 
o«teartofportb»edSANianmg. Other typo of SAN tomngrmyibo be nttd. For 
cmnif^UWteralSANicmBimy 

yfttnmw **lftrio dwfr wi*y¥- Anettmpltprodnct that ii ratable for LUN level SAW 
*"**»*^fl tt (ho Votmne Logics Product fioca EMC Corporation. 

DISK DEVICES ON THB SAN 

There tre several ways by which t CPU ceo be pomtedtoaparficnlerdeTiceon 
(he SAN, fir booting t» proposes, or fix acctsm^di^ttort^vfaidineedttobetbaRd 

yrfeo<hfTnfJlta,CTf^hlT ™ it?|^Hlf^^*fh " >fi%rTrtttf ' fl " ****** to frnd hncirtp 

One wty is to provide a SCStto-Fibre Charmd bridging device att ache d to • 
coomnting etonent and a SCSI mtertoibr the fcxal data. By rooting flat SCSI port to 
the right dove on QtaKhreOuumd SAN, Arc cctuputex can ac c r st the ttonge Jftrioc on 
the Rbro-ChxnEd SAN jort a it wtmld *x*a i locally efiached SCSI disk. Therefore, 
softwar e tocfa at booMip software tmmry boott off tine dlA dtvme on fee SAN just tt it 
woold boot off a hxally tttached SCSI disk. 
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WOQMJM3 PCTTU501/19Q53 

Another way is to have a Fibro-Ommd interface cm Che node md associated' 
devtco^bivu end boot ROM od OS fcf> ^ u, * ,w ihwt |s#ywTt« <h« Bjhro*ChHBPd fataftcoto 
be used as a boot device. 

Yet mother way is to have an i n ter fa c e czrd (e.g, PCI bos or Sboa) which appears 
to be a SCSI or IDB device controller but Cut in turn cornnmmcstesovertheSANto 
ioccss the disk. OpoHing systems saeh ■* Sokris intcgnQy provide diskless boot 
fi mc tUais that can be used in flrii ttteauti ye. 

T>picaily there wfll be two tends of SAN didcdevimasrociatMwilhagtvea 
OOd& The first is OOP which it not logically dmmi wfft nfhrr rot pp^i n fl ri m^y , g nd 
constitute* whxl ia normally a per-codo root partition axitaining bootoble OS images, 
load configuntiaii files, etc Thii is the equivalent of (he root fib system an & Unix 
system. 

Tbe second land ofdisk it shared storagowim other rsodes. The kind of sharing 
varies by the OS software naming on the CTU and the needs of n^rexksaccessmg the 
shared storage. Ulna OS provides a ctostrx file kvatem 

dBBCddufc partincn b et WCC B rnnWplg nodes, thtt stared «• ^T?^T/fi1 "rh 1 '•hTff+T 
file system. Simikrfy, the system may use database ooflwsre sscfi is Oracle Parilld 

access to a shared disk, msoch cases, a abated disk is already designed into (he base OS . 
and application software. 

For operating lystemi where soch shsred access is not possible, because the OS 
■ad associated ipclicatians cannot manage a disk device shared wife other nodes, the 
abareddiskcsaboiiwnnJedBsaiead^ For many Web ipplications, having 

read-only access to Web related files is sufficient For example, m Unix systems, a 
pellicular file system may be mouuicJ as fead-onry. 

MULTI-SWITCH COMPUTING GRID 

The co nfl gnra tto n described above m correction wim Ha S can be expaialcd to ■ 

Urge mmther of efltnpuring md «tar»gw tvy!^ fry intwyntV^ting ■ phgalily of VLAK 
■witches to farm a large switched VI AN frhric-, »n<1 by Tnt m Yi l i KV l i pg mohiplty SAN 
switches tefbnn a large switched SAN rsesh. m mis case, a computing grid hsi &c 
crefaitecturo generally shown in Fia 5, except ttat the SAN/VLAN switched mesh 
certains a very Isrgo number of pcrti for CPUi od storage devices. Ammrbcrof 
computing dements running (be ctmtzot plane can be physically ccxmcctod to the control 
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wo«/w2Cj rcirasu/Boss 

ports ofraeVIAN/SANsv/itches, as described falter below. Intacoca o cti onof 
nndnpfa vi^au switches to "^t"^*** innlB>ca] opus «fat*iM.tiiMui* « fcwm fn Am 
field Se* far example, G. HrvibaA *T)cagrai^Hi^Pcr&nrL2ncc Crnpw hUrmete 
yftfr IdnttDayer P"^ r **i n g r < * Qsco fly^r"^. pfanuatioii fani 

Brocade 

SAN ASXHTJECTURB 

The dc sfa i ^di ^sw aiiu r a thai the SAN c< ^uj i niffl Ji^^ . 
dcTtcct, aod potentially PEbre-Oiaiuiel edge devices each as SCSMo-Ftbro Channel 
bu d ges. Ocwwc ^SANi lu^bc ^tf i U iikii^iisii^alleuiaUwtl wiv i i iiJopee^McbM- 
Q i g rint Hhnne t switches, or s witc h e s Ihs&iiso other plrysical lsycrproso cnlfc In 
part ic o lar , facie are eflblts CBrfcrary Ba dccwi y to c ODStt D Ct SANs otct IP utlwwta by 
miming (be SCSI protocol over IP. Tbo ip efao ds and atcjatectee described above is 
adaptable to those ttttTPSfnreiDCtfaodi of wi iM i raiiii g a SAN. WbenaSANis 
coosttoctpd by waning a protocol fike SCSloverIPc*eraVIANcqnhkfcrycr2 
environment then SAN acnes are created by mapping than to different VLANs. 

Also, N e t w mfc Ai l Mii rt l Storage (NAS)nay be need, vdncnworbaovcrXAN 

♦wrfwirJogif IDcfa — mhemrt rrr fltgrfA BPaWSCt With this Option, diUcCat 

VLANs are osedtn place of tbo SAN acmes in order to adbicesecaraysnd the logical 
partttfnping of fee <^HN]BBmm grid. SochNAS devices topically etojiportriccaKxkfDe 
system* fuch « Sea's NSP protocol, or Microsoft's SMB, to allow multiple nodes to 
share tbo same storage. 

CONTROL PLANB IMPLEMENTATION 

Aa described heron, ^MiLiJ ptanr i i inaybeii ^jJwTW Ptedas one or note 
process in g resources feat are co upled to couhui and data ports of fee SAN and VLAN 
switches. A variety of cornrol plane n n pl e irw ntah o aa may be used and the invention is 

pbme unph BtenDJrion ate deacribed in more derail mnMftllWu)gse<^,icms* 1) control 

4) policy and security eoosaneraticaia. 

1. Control Plane Architecture 
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According to ocb Tfp^H?^ 1 1 Btm\ a control pl"^ is hylwMcteJ as b control 

■ The one or motea! 
. The one or n 

a eta) or more VSFs* The master tad tbr« segment ma 




FJG, 9 u a block diagram 900 Out ffinximes a logical rriilkcshrp b etw mj a 
cnnmiptaB902iDd m ™ t rF , } i ns r™ f ^ m ™ vw ^z ^*™rnftnAmrwtt Control plane 
902 controls and m * Tt *g y * "°* Ti r"^"C "^"""iting find storage ^fniw?*r ccotaihtd tn 
c omp e ting grid 904 th rough special control ports or Interfaces of (ho c^lwuciing tod 
ttorxgc dementi to competing grid 904. Computing grid 904 includes t number of VSFs 

906 CT logical WSOOTCO gnaipa Created fa amnrrfintee wMi an cgmodmiEBl ft BWriomly 



manigg 908, ooc or more ilavc segment rmatgen 910 and one or more ficm managers 
912. Muter segroe mimaa gg r 90S, store megoa±tamtn9l0mi^ummmaga»9l2 



i, only a single muter legmeDt manager 
908 bfflmtfnmd and described, b^ 
maybe employed. 




ger910is 

1912. According to 

as the corresponding slave segment manages 910 wimwbicbttUGiaDmnmcaliveiy 

grid 904, Aftnnnfing tn frr>n wtAmf'rnwrt «w»> farm nunyr Q 1 ? fl tffignfd ■ Ifngfr* 

VSF 906 to manage* however, £tnn managers 912 may also be assigned inattnk VSFs 
906. Farm mam get i 9 1 2 do not cc rammi cat e <firectiy who each other, but only dmnigh 
their respective abnmsegra^inana^a 9 10- Slave segment mana g er i 910 are 
reaponaaie- fig rnnrrtrmcg the statna of their assigned managers 912. Sbweaegment 
rr^iagm 910 restart any of thtsraasago^ 
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i^90liinmloa1fa»k^in8orySF«906^deboiiim 
s to be allocate! to each VSP 906. Muter tegmcnt manager 908 
foen inxtmcts alive aegmonl managera 910 to allocate tad de-allecaln te ao mc q for VSPa 
906 as appropriate <hroogbtVmmrnaerJ»91Z A variety of load balancing algorifoim 
BfltybeinqJtniBDtod «**p«>dmg nprwi th« rfrpiiii^it<^it« of ■ p»rtfm!ir ■ppik-itinn *nA fee 

Master icgmtrf roanagtr 908 mocrtoo biding infannalioo for fee computing 
pbtfbnra on which artrc aegmest managcri 910 and ton mtnagen 912 ro raccuting to 
dcppopiDo wfcgtf competing gr*^ if ^**nj ■dwy i^rfy wked. M a rin tegmtul 



< 910 to tflocatc and dp-tflocitD ftna napageei 912 as necessary to 
it of coc u piit u itg grid 904. Ao c criimm tiutwx tinifin^ 
nMgetthBtaigprnea t qfVSPtto ftnpiwm »8Bn912 
1 912 to item aegment manages 910 as necessary to 
1 cod slave segment mana ger a 910. According 

too 

legmen imhh"B" ***** r> *] n ^ f *"j Mm '»"^ ui '''*gB , ^^ M,,w ^ tir '"" < r**' J * 
edditioaal thve aegma* nnnagm 910 md/ai fcrm nuiagai 912. If a processing 
platform fkib co which cod mare slavo aegmcot KUMgcn 910 and one or more firm 
mantggi 912 tie rtmTtmg; thenmaster afgnvrt maiT^ffr 908 reassigns Q» VSFt 906 
from the fitno managers 912 oo (ho failed coj minting platfiam to other fin in waangei s 
91Z In ttris BtotScm. master segment mtnager 908 may also iratrod dare segment 
managqa 910 to imttate additional farm managers 912 to handle the reassignment of - 
VSPa 906. Actively managing the number of computational retomcca allocated to VSFi 
906. the lumber of active torn nonages 912 and save segnxntinsnageo9IOafl0wa 
a to be c ontrolled . Pbr example to coiuuve power ma&te 
r 908 may shutdown compdtiog piatfoxim that have oo active tbtvc 
a 910 wfaim manages 912. 1 






l e gitay tt npds tc d to reflect fee change in slave 
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when map tStan prgmm* ^tit*bt °I n * nrfBf /T>*H fry HHwfrr fr$n\ i** «"""qge r 
new dm segment s>anager910 and to assigned farm manage* 9U tijd VSFe 906. 



Bager908 tkitciDbeacctsssdb/dxYosegii^m2aisQci910. I 

908 ao eat when a new rim segment manager 910 fa created, then 
manager 910 may check the registry to team fee identity offl»ca» or moton 




The regjgtrv may be hTtptonwiTftd id many forms and tha iiwmii nn « m* l innhn j 
to ay particular jmp jc mnitatictt For emnple, the registry may be a data file storoi on a 
database 914 wiflrin centre! plane 902. The registry may instead be dozed ontrideof 
control plane 902. For example, the rcgi»^ may be rtorcd ao t ttango device in 
co mpefipg grid 904. In (his example, the stooge device would bo dedicated to control 
plane 902 and not allocated to VSBi 906. 



Id general, a master segment managx is elected wfan a coc^pfanen 

ens^rjaastersegniartiDantgea. Althoogh (here is 



ons where it is advsntageons to elect two or more m* 
islho slave segment managers hi the control pcane. 

g to one ouibudrmcnt, slave segment rnanagca in a o 

5or for that control pbne. In me nnrpfci one where Ibexe is no 
jcr sod enry a cnglo dsve segment manager, men the slsye 



s cs needed. KtberesmtwooynMredMve se gmc rtminag e ^ 1hentl» 
two or more slave proceeseiekctt new nmter segmeit manager by vote, by a 



particular clave segment ma naged may be selected to participate in a vote. For example, 
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inaiiagflr pciwwliHriiHy TB^fdstril Vy each slsffo aogBpta^ nwi^ffTi * 

iHiMjH ibH)} mj i f ft*t Ymm ham mini raeanrty u prtjfwrt , *« A infuM aamnlinff 

to ipedfied selection criteria, are moat Kfcriy tortulbo €Xfnitf i < gandare relEC<cd to vote 



s egment manager to bo (ho oea^ (or firsQ waif fi a 
Gbcean 

cfegclc oo tfaoreasto aegmcnt manager by cocta<?^ing (jping) the con rail Truster segment 




b 1002, which b tnoitave segment manager main 
loop, the ihw segment manager wait! for (ho cgpganon rfi pittg tuner. Upon expiration 
of the ping timer, state 1004 is entered In ftito I004,tt»fbnre«cgmaamin^pi2^ 
fbeinaatersegmeminanagcc. Also in state l(»4.bineet«mp(rS) for the aire aegment 
managera updated. If the masto- segment rnaijagerreiporA 
atgmuit manager m still active tad control retains to »tjlg 1002. If no response is 
ipccived from the master segi i ifflt roirmggr uftzz a spccifind period of Lmb, then state 
1006 is entered. 

hi state 1 006, an active starva segment manager fist is obtamed end control 
proceeds to state 1008. !□ state 1008, a check is made to iMrenTfrw whrihg ether alive 



hatead of sending messages to slave acfluitmman&geo to main this detoraiiiittif i, dns 

agree that master segment manager is no longer active^Le^ one or more of Ibe slave 
sr^iwnt mspagen received a timely response ftom tho master acgnxeat manager, flam it is 
presumed ***** ** TTrr ^r >f master ir-gumi «"*"ngwrt« atm active «»d control to 
state 1002. If i specified cumber of the slave segment mjtrageti hare not received a 
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' inner/ response from the amort c 
anient master ssgmral manager is "dead", Lc, no longer active, md control proceeds to 

stttoioia 

m state 1010, me stave 




s to state 1002. If so, then control proceeds to state 1016 vfaere be 
r becomes the mJdier segn*nt manager. Control meo 
proceeds to state 1018 where ttoricrtrnn rmrnoerb incremented. 

Aj described above, slave segment managers an general lespcssibtofbr 
gervicing their assigned VSFs and aDocatiiig new VSTi in response to instructions from 
. Steve segment mam pen «m aha responsible fa checking 



FJXk 11 is a state diagram U00 (hat fflmtrstes vatxoos e 

gtoinetDbodimfBxL Processing starts in a slay© n 
state 1102. Rom state 1102, control pioc^ to ststa UM mrcsponso to amroe^ to 

jtertegmentmanagw. batata 1104, the slave segment 
a prog to thccmrr.nl matter segment nans 



s to state 1106. Instate 1106, a 

manager responded to the ping. Pram state 1106, eonindiefnms to start stats 1102. 

m itata 11 04 if no timely master resp on se u re c eiv ed, then ocamtrf p ro ce e dj to 
state 1108. Instate 1108, a message ts bzoadcast to other slave segrnaidnnmagers to 



iter segment inanager did act icsp^ Contzol then 

returns to start state 1102. Noto fhzt ifn sufficient mrmber of slave segment msnagen do 
not receive a response from the enrrmt matter M-gmwrt Tmmyg*^ <i»m ■ nrr m»rf» 
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c 1102, control proceeds to stats 1 1 10 upon receipt aft request 

a- to restart *VSF. mstetolUO,aVSPniest*atedsnd 

adequately scrriccd by one or more staves 
master segment manager peritmia regotar hcaKh chocks oo all stare b 
the same control plane tj ftp puttf segnieBl rastra-gg. According to one embodiment, 



s910. The rnfecmatioQ may mctuda, for example, which VSFs 906 are being 
serviced by dare segment managers 910. If a putjcohr sUro segment meager 910 doer 
oot respond in a specified period of time, mutn segment namager 908 atte m pts to restart 
mfipan1ctdarilmia8inenlmantgex910. Ifmopartkiilar dive segmod manager 910 




■ 910 ■ 

1 908 reassigns the VSFs assigned to farm n 

s 912 on ■ 
H& 12 is a state dngnm 1200 fbr a n 
in a master r ami-"* ni"Wt" start state 1202. Rom state 1202, control proceeds to state 
1204 when master segment manager 908 makes » periodic hcatft check or reqacst to 
tbrre tegmenl nmngcrs 910 in control phae 902. Prom state 1204. if all slave segment 
H tsna gcr s 910wspcnd a* eapected, men control retnms to state 1202. Tms ocean if all 
sieve trpii— ^ 910 provide the specified mflmiistion to master segmcut 

n ans g Bt QOft, farseatmg that all segment mnnEflrt 0T ft aw operating wm»n y- if 
one or more stare segm e nt gmn a gn s 910 either dant respond, or the respects otherwise 




d msenial ways. Per exugpjei m*al£* 
9 908 may send a restart message to • oon-raponsrve orfsiledstanre 
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segment BtBOMgft 910. From stale 1206, if all slave segment m&uagnrs 910 iwtprsxt as 
OA f cc J i J , u&i tew bccQKoo& ftg ftiDy mlaitod, thee oh*tnd returns to »lato 1302. Fc 



908. Ron state 1206, if 000 ox nan dm segment managers have not bcco socccss&lly 
restarted^ hcB control pwowdi to itsta 1208. Thu pt wtio o may occur if master segment 
manager 908 docai^ rocciTp a restart cc mfi i 1 1 wt i onm^ 
r9ia 



mca>910n 

908 loading tm^cTostion, roastcrwgincct manager 908 poPi dive 
1 910 directly of olflains the loading information. 60m another location. 



for example fiutu d atabase 914. The invention is not limited to any rart i c a h r approach 
fee inaster segment n 



i9ia 

Control (hen proceeds to stale 1210 where (be VSFi 906 assigned to the failed 
d«ve tepmt managers Q to «™ w varfgnen 1 to other Am wegrirwt m*n»g g:r « °1Q, The 
slave segment nsanagcrs 910 to which fits VSFI 906 arc assigned iiifmiu master segment 
m a n a ge r 908 when the ic ft t si gtmwl has been completed. For example, slave scgusvit 

m a n ager 908 to ind ic a te that the rcaaa i g om flnt of"VSJ*s 906 has beea s rmoceaf ally 
completed. Control remains in state 1210 nntfl re ewignmrrt of all VSPa 906 s saoclatrd 



control rehSBs to state 1 2 02. 

Tnaff wrf of rq^ngttmg V]R1?« Ojflit «m>ftlafn<l wiftt * finlwt a^gmwwi —gT 

910 toother sctive slave segmertinanagen 914 

allocate additional stave segment rn»M«Eo9iOKrfthea«3^mce«VSFa906tDthe 
new stare segment managers 910. The chcra of wtaber to reassign VSPs 9Ctf to 
existing slave segment managers 910 or to new slave segment managers 910 depends, et 
kasf m prt, «i latencies atunrintfrf wth alkraffag Myti^rt TTY^yr« 010 tw< 

lateneiea associated wimreassjg^dn^ 

910. Rrt^r ajt|urL*j'Ji tway ha iie^I ^ -j— ^** ww p WWHn Willi nf a pi fftMnlST 
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3. MnusS&if&vo p«i>»^M*»* 

According to one embodiment! control plane 902 it connntancxtivelycoQplcd toa 
global grid tnsnaga. Control plane 902 provides, biffing, ffeuh\ capacity, loafing md 
fffher fi"in ult ' tt g E T *^ iwftmmrtnii f«»Bmgin>gi aanaget FIG. 13 it a block duty no 

\VX) jpi-*— n» of ■ gWtal grill manmgmr ■ccjwrimg to an cnAodnMBl 

In PIG. 13, i cumjwli i Bj grid 1300 w petitioned into logical po diflw caDod grid 
segments 1302. Each grid tru i wilt 1302 prlodfi a cuutiol plane 902 that cfeulwls snd 
manages* data piano 904, hi this exnnpte, each data plane 904 is tbe same as the 
comparing grid 904 ofFIO. 9, bat no idbicdtoisn^p]ne^tDlIbiMlhDBaoGd , i 
global god manager to manage nurapfe cwiIrdplanfiB 902 end ditapho»9M,LaL, grid 
segments 1302 

Flfltl grfcf l*fllP MJt * " iMwinnnntfatiwdy anwpWi tn m gbihal grid manager 1304. 

Global grid manager 1304, control plutes 902 and computing grids 904 may be co- 
trrratri! fffi a rin^f r irn T"** n gr i, ^'*fp o^inybccSitribctBdacwittionll^ilocflinjaiting 
platforms md (he mventioo. m not hinitcd to any ptrtkiilar trapfcnv Jilatxi 

Global grid manager 1304 pcovidea cmfriftral management tod tavka for any 
mnnberof grid segments 1302. Global grid manager 1304 may coBrct billing, loading 
ynd pflwr infiip ^t trwt fttim cntrfml planet 9Q2 aaedin a variety of ad ministrativ e taska. 

For exampK the billing mfrfTmatioo b caod to bfll far acmoca provided by compnting ' 
grids 904. 



4.1 

Mdescoledh«reb,aBb™ec 

f»U Ul l H I V rat T l ^* aCTtgpM V5»P« tn » mmiputii^ grid. S »uiUll y, VSFS ttt a 



Pwtbcr, VSFs m t compering grid mint not be allowed to co 
to prevent one VSF from in any way causing a change in the o 
VHP. Varices approaches for impkmrnring these pofo 

FKJ. 14 is a block diagram 1400 of an srohiiectnre for c cc u gc tiag a control phnc 
toaccsnpctrnggoyacccadna^anen^ Control (XTL") ports oTVLAN 

switdM (VXAN SW1 finongh VIJW SWnX co^ 

1402. aod SAN switches (SAN SW1 through SAN SWn), eolkctbely kkntifiedby 
lejeaeuta mnnexal 1404, ne connected to an Bhtrprt snhnrt 1406. E&cmct aabnet 1406 
is c onn ect ed to s phnahty of ccenrating dements (CKJ1, CPV2 throogh CPlm), flat are 
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co floUiwd y identified by icfgeuu c minera l 1408. Una, ody co mj u dui g etaraxts of 

crmtml pl*nt> iATiA trrrt fwnmimirjfnudy exmjArA to the CfflltuJ pnrfr ft ^O^ofVI-AN 

switches 1402 sad SAN twitches 1401. Una configmation prevents ocnnpatmg ctomentt 

tuocutcd. with itself or any crtitcr VSF. TOi approach is also app l i cab le to sUmilopa - 
where too coplrol ports are serial <n pa ralM puts. In these si tua t ion s, the ports are 

FIG. 15 is a block diagram 1500 of a confignraticsi for conMctog control place 
rrgnpntrng efanertfs (CP CPU1, CP CPU2 tbroogb CP CPUh) 1 502 to data ports 

SIP penodi rally scaad a px Art to a coofaol place egpsrl 1504 that acts on behalf of ouutiul 
p laae coaiyutipg e icB fl cati 1508 Coctt ol plane a gen t 1 S04 periodically poUi co a ro c ti flg 

1502. Bach segmert manager in oontroipUne 1502 b t c aumiukJitivd y conpkdto a 
control pfane (CP) LAN 1506. CP LAN IS06 ii ctxTcmmicathreiy coupled to a special 
peat V17 of VLAN Switch 504 through a CP firewall 1508. Tbitconfigmrtbn provides 
a acalablo sod sccuiu mesas fbr control plane cuui^jutmg elements 1502 to collect reaj- 

Fia 16 is ■ block diagram 1600 of m erdritecture fly u iiim rfii tg a control plane 
to a coorpocog grid according to en ca n b o dn nait A control pirns 1602 Eactodcs control 
place competing elements CP CPU1, CP CPU2 throogh CP CPUn. Bach control pUno 
P CPU1. CP CPU2 through CP CPUnmoonlrolpl^ 
y coupled to a port SI, S3 through Sn of a plurality of SAN awitBfaes that 
a a SAN maH 1604. 
SAN mesh 1604 mclndes SAN parts So, Sp that are cxarmxrffiicarrfcty cocpled to 



storage devices 1606 thatcontnin data feat is private to wwUol phase 1602. I 
devices 1606 are depicted aHti 16 as diafcs for purposes of c M jitom ljuB. fifcwagn 

^m/ji^nj t^Olfimay lw» nupVii^itwl Ky my *yp* «f *JJH>g^ wwrtirun mint tttw mgwiiluin 1a 

devices 1606 are togicallylccated in a control pltne private storage rone 1608. Control 
plane private storage rose 1 608 is so area where control plane 1602 maintains tog files, 

implements control pirns 1602. SAN ports So, Sp are only port of the control plane 
private stoss B P zone and are never place d on any ofltet SAN zone so mat only connwiting 
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dements in antral phne 1602 cm access the storage devices 1606. FtnthetiDare, ports 
SI, 83 ttroogh So, So and Sp sre b a control plane SAN zone ihrtmsyonrybe 
ccfnnsMicjdvclycoiylcd to eetnpatiqg el ements mccefanl plane 1602. These ports are 
BctsocearibteDycexnptfmge 

According to coc enmodhnem^ when a particnlar cci i u who g fi con rut CP <J*iJl^ 
CP CPU2 throogh CP CFfJn needs to access t stooge daricc. art portion tlxreo^flkst is 
pet of a paitif Jih tr VSF, the particnl s r cornpotiog de m e nt fa placed into the SAN none for 
the particular VSK Foe mniptg, suppose that carnpatnig dmal CP CPU 2 Deeds to 
access VSFi disks 1610. fa flds s itust i c o, port s2» which is m ocii f cd with ouuhol phmo 
CP CPU 2»is placed in too SAN nmcorVSI^ which indoda port SI 0*w competing 
daaent CP CPU2 is done mjuumig the VSK disks 1610 on port Si, competing dement 
CP CPU2 is removed from the SAN acne of VSK. 

S hattaly, sopposo c ejnpttnn g rfar^Tt CP (PU 1 needs to access VSFJ disks 
1612. Id mis situation, cccnpntrhg dement CP Q"U1 b placed in me SAN xoob 
associated wtmVSFj. Asare*nlt,port SI is placed in the SAN toro sssocttttd with 
VSI^, which imimia the rooe ccmlaimng port Sj. Oo ceco nm nting dement CP CPU1 is 
done accessing (he VSFj disks 1612 connected to port Sj,compm^ 
lensafvedfrnmmeSANeonesssc^^ This approach emmes the integrity 

As previomty described^ a single control plane ooriijHiLm^ rijimut maybe 
scaponamia for msnagmg several VSFa. Accordingly, a smgle control plane eoapnang 
^jyunfit nmst bo capa b l e of miiitfViiliHg itself m nwtople VSFS mmltaDBOO^ y, whQe 
cnfbromg fi*ww>iWng between vxh« accortmg a* policy nJea established far each 
control ptsne. Poficyndesmay be stored in database 914 (FKX 9) of each control pbme 
civafieutttBAbycail^tGgnattnBaagp 1302 (FB3. 13). 

Aocordrhg to one cmbodhncat, tight boding between VLAN Uggmg and IP 
addresses are used to p re vent goofing attacks by a VSF since (physical switch) port- 
based VLAN tags are not spcofsble. An incoming IP packet on a grveo VLAN mtafeoe 
meat have me same VLAN tag and IP address as the logical interface en which the pac ket 
arrives. This prevents IP spoofing attacks where a rna&toas server ma VSF spools (he 
somco IP sddress of a server m anomer VSF and po^ 
of soother VSF or otherwise subverts (he security of conrpntrhg grid thnctiocs. 



-2»- 



(69) 



JP 2004-508616 A 2004. 3. 18 




ChcofgyBufinglhii VLAN tagging ^ycoadiw^piwiptpBtcdiopcglDfliecoiiyotiog 
grid which cso bo prevented using faogb seennty (Class A) data copters 

A variety of network frame tagging fenub Buy be used to tag data pickets and 

embodiment, EBB 8QSL1q VLAN tigs ere used, almoogh other mrmats may also be 
■nirable. m tfaii examp le, a VLANflP adJitaa c ootist cocy check is performed at a, 
subsystem in me IP stack where 602.1q tag utfamaJknhjKt^tocatitoA access, In 
flna exa mple , c omputmg eks ne nta are cortfi g nrc d with i VIAM capable n e twork interface 

ctH m u. irmnw flint ■Tlrw ftm enmpgrtmg #J#wiwtl« «n hwi«»iiii)irnj''r t frrfty 

conple d to ntnttipfa VLANs sxmnltanoooary. 

PJO* 17 ts s block diagram 1700 of an *nfl ,fc prii'tfiiit tor crifbrcmg ti ^it bi mf iM^ 
bilwttui VLAN tags sod IP addresses accc«dmg to an embodlfans Compotmg elements 
1702 and 1704 are connnnmcatrvdy coupled to porti vl and v2 of a VLAN switch 1706 
viaNJCs 1708 sal 1710, respectively. VLAN switch 1706 is also coimrmnyativciy 
coopled to access switches 1712 and 1714. Port! tI end v2 ire confignred in tigged 
mode. Acooc dia g to quo c mbodim e nL , ESBB Wtt.lq VLAN tag infonnatson it provided 
by VLAN switch 1706. . . 

A WIDE AREA COMPUTING GRID 

The VSP described above can be d is trib ute d over a WAN m several ways. 

hi one attetpati w% a wide area backbone ntay be based on Aa ynrfrim ooa Transfer 
Mode (ATM) switching. In this case, each local area VLAN is extended into s. vride ire* 
nsmgBmnlatBdLANa(ELANs)whk^ 

standard, m mis way. a single VSF can span across several wide area links, soch «s 
ATM^ONET/DC-12 linka. An ELAN becomes part of a VLAN which extends across 
me ATM WAN 

A lternat ively, a VSF is extended acrosa a WAN csntg a VPN system. In (his 
ambcdmiBn^ me nodedymg characteristics of me network be come mtlo v aii t, and the 
VPN is used to mteroonnect two or more VSFi across d» WAN to make a singlo 
distributed VSF. 

Dtta rnnTormg technologies can be used in order to have local copies of mo data 
ma distributed VSF. Alternatively, the SAN is bridged over me WAN osing one of 
several SAN to WAN bridging techmqocs, each ss SAN-Co-ATM tsidging or SAN-to- 
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Gigabit Ethernet bmlgmg. SANioocstioc^cmrlP artwt^ ns^^ 
WAN unco IP wada well ore call network*. 

FTGt 18 ii abtocidiagmnof sphirmlity of VSF» extended ever WAN 
emnectoa. A San lem (Sorter, New Yodt Center a^ 
WANccaotetiona. Bach WAN ooonocdoo comprises an ATM, ELAN, or VPN 

Auj^iW fi*th CmtCT COmpOSCS it lost 0B8 VSF SSd ft 

last one ftflePuL Per exan^ (he San Jose center has VSF1 A and Idle Pool A. hi this 

f^nftJpTT^'. ""^rtmg n^n^tr^. nfwi* Mix Pnri nf lttrtwiit! CT»ft»»>l« fhr 
iDocattCC «r MaynnBrt «" ■ VSB Incrfwl tw ether canter. When SPCh iBoOtfan Of 

" ^ ■■ ■ M in *« earned ■ vsp Wnm« estecded overma WAN 



EXAMPLE USES OP VSFS 

Tho VSF udriteetaro described fa (bo examples sbcro may be osed hi the context 
of Web server ■ystem. Ttmt, the foregoing examples hive bceo described ic tama of 
Web mm, spphcatkn servers nd database terras constructed oat of tbc CPUs in a 
particular VSF. However the VSPicxfail^^ 

contexts nd to provide other kinds of services; it b not Bunted to Web saver systems. 

-AlttSnaBUTED VSF AS PART OP A CONTENT DISTRIBUTION 
NETWORK 

In one embodiment, • VSF proridca a Contort Dinribcrion Network (CDN) tuing 
a wide sea VSF. Ttc CDN is a network teaching aerven tb^ 
caching of dad*. The network of cacfaing sctvot may be impVxneated, fir example* ruing 



M*tao»CMifiwria. TSbacmstcrawsre system; system sealoo mom CPTJb sre 
added to a set of caein^ Traffic Server con^ Accordzngly.it is well 

sotted to asytcro in which adding CfrUs is tho oct'hamn) fcr a^aling npwuds. 

Tn **^TTin'fijt"lf t WH, "fy**?* 1 * tat> ily«™«flyiM moTBt^Hlainthat^wjtiA^iQf 

• VSF mat mas caching software saeb as TS, mesebyaxownagtocaeheiapacityela 
point dose to where busty Web tzaffio is oucumjig. As a result, a CDN may bo 
sin CPU snd I/O bandwidth man adaptive way. 
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-A VSF FOR HOSTED INTRANET APPLICATIONS 

There ii growth imprest in offering luhm ct appfiezSoni neb « Emapai se 

Rcsotace Planning (ERP\ ORM and CRM aoftwsre ks basted tad managed icrvicct. 

Technologies ao ch n Gtnz WinRrsnte tad CStra MetiFiame allow in entHpiuc to 

piovidc MliJWritoft Windows ipphciitKms o a acivico on a flrin client tuch aa a Windows . 

CE device or Web browser. A VSF can host scch app&alioxis in a scalable manner. 
For txnmple, tbe SAP E/3 ERP software, commercially available from SAP 

AppficatHsi and Database Servers. In the esse of a VSF, an enterprise would dynamically 
add more Abdication Servea (e.g, SAP Dialog S«vt»)tD«V^monfar to «ale op fee 
VSP b aaed oo real~Uiwi drotm d eg other factors. 

SimDaiiy, Gtrix Metafraxne aBowi as enterprise to scale up Windows application 
caeg on a server farm roaring fire hosted Windows apptkations by adding more Qtrix • 
servos. In this css^ for a VSF, the C&rix MetaPrtmo VSF would d>nzmicaDy add mare 
Otm saves in order to ejccxMMDodaleiDoio oscrsof Mriifi upohoatod Windows 
apphcarions. It wfll be apparent flgtinanyc<b<ra|ylicatioBa may be hosted in a manner 

- CUSTOMER. INTERACTION WIIH A VSF 

Since a VSF is created cndcuianQ^aVSF camnai or orgtofaalion fltaf^owns* 
the VSF may ml&«Svt with thosyttfckn in vamoos ways m order to costoii»>7o aVSP. For 
cx ampl o, beca u s e a Vsr ia i*ckU*l and modified instantly via the control plane, the VSP 
rn s to rn e s rnay bo j^miA x «1 ^tSegpd actress to create and modify its VSF itself, The 
- pmrllegod a c c e ss may be |wt*vided miag password s ntht n tic aUon provided by Web pages 

tppm p i iafri seennty el wb^ i t i 

m one ea rfi n plar y eipbodgnec^ a set of Web pages are served by the computing 
f lenient , or by a separate sarwd The Web pages enable a cu sto mer to create a cottum 
VSFj by specifying a number of tiers, the oBosbcr of ooopubiDg dcofteflfcain apsrticQlsx 
tier, fiie hardware and software platform used for each element, and ancb as what 
kind of Web server, applic atio n server, or data b as e server software shootd bepre- 
c onfi gu r ed on these cornpntag ele m e nts . Thus, the c osto ra e r ia provided with a virtnal 
provisioning console. 
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f^ff^f *b* i*"it* n ^nfy tt tpt ^n* 1 *** Mxk ^unujsxshiS. infonpatiop. the control plans 
bitMtf»<)riwtndqw»itfe«xecotk)a CWea maybe reviewed by 
faximsnmsisgentoensmethilf^an^ipci^Jiijte. Credit checks oftheentopuiamay 
be nmto ensure that it ha aiajncpriate aofitto payor fl»toqp«tod«erric€«. Iffl» 
^uvhkiilJ^orig fa ippnmd, to control ptatt 

orfer,tndigi™t?<h« ff n rt»w p« T * p*m ««l pnwri& ig iootascttitocpecrmgwofflie 
cojnputmg element! m the VSP. The customer my the n upload mister coptoof 
^jjSopjDM to cwBcutD in flic VSF. 



Web papa my aba receive payment tended fafcmtanoo, eexhaacxee^canLePO 
enrnber, deetiwDC check, or other paymeminethod 



d on real-time load. Thecoafcomer 
may haw a conttol vatae that allows the castianatocbai^pattmrteniocbMwl™-- 
nmiber of coapQtxng elenv^ ia a pn 

mvhidja» VSF nxm*ha>« a mining The parameters may 

bo fannrf to billing ■oftwgre to wc^ 



Through the privileged a 




rfinm. to the eon^eononal approaches, a oaercaonot 
r firm's ptopatto without going through a cu t nbe ia orno 
inaiinalptocediroofadd^sefTcn 

- BILLING MODELS FOR. A VSF 

Grren foe dynamic natore of a VSF, fee mtorprise lhat bosta me oo u aa it inggrid 
and VSPi may bffl service fees to costeawa lAoownVSPaosnjgabfllhiginoAafcta 
VSF which Abased on actoalnaaga of the c^^ 

VSP. fiunot necessary tooxeifiatfetf TheVSPanidlBcttreaad 
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highly Tariablc usage load oo its bow farm could save money because it would not be 
billed * rate associated with oopstint peak scrw tjpjcrty, bet rather^ a rata thai reflects a 
re ntin g imp of usage* msnummeotti us age, etc 

Pot example, an enterprise may operate using > billing model feat stipulates a fiat 

when reaMime fa^rcquiicj more than lOejfiufjifn, fecofeguser rsbjDedsten 
bjcwMCBtel rats far the extti acivcn\ based on how many extra servers were needed and 
for fee length of time that (hey are need e d. Theuuils of men trills may reflect the 

boms, CPU-houra, feonaands of CPU s ec o nds , etc. 

- A CUSTOMER YEIBLfl CONTROL PLANB API 

la another alternative, the capacjdy of a VSP nay bo controlled by providing fee 
cmlumer with an application uiogiainming interface (API) feat defines calls to the control 
plane tot changing resources. Tims, in appBcatioD program prepared by the costocier 
could issue calls or request! using the API to ask tor more servos, more storage, more 
bandwidth, etc. This nl tc i n a t ive may be used when fee nttfnrne r needs the ep pft 4t top 
program to be aware of the oomputmg gdd environment and to take advantage of the 

they do in manually configured server farms, However, an appt i ' j l mi can take 
advaatagoof thodjynauBamposiiblcittfeB cooajwtingggd, »f « ■ bottgttnderstanjdmg 
of the cmupultog resources it needs btaed on the real-time tood monitoring ftrnrtxnTs 
provided by the control plane. An API of tbefcfegrangniluie, whieh enables an 
ipplicatioc program to clmi^e me cxTiiuwitingcsparaty of a scavu farm, is BotjA^Ioip 

- AUTOMATIC UPDATING AND VERSIONING 

Using roe metho ds and mechan isms disclosed herein, fee control plane may carry 
oat auto matic updating and v trsi o ning of operating system software feat is e xe cu te d in 
c om p arin g elements of s VSP. Tmn, the cod user or custom** it not required to worry 
about updating the operating system wife anew patch, bug fix, etc. The control plane can 
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IMPLEMENTATION MECHANISMS 

ThB CIMBpllftH ttangntl »nd aortrol pfapomsy to fapfaDBBteJ fa SBWnl fituu 
gpfl fa« irt— wrirtw |y |fiwifwt tr\ gjy patioiltt ftiiirt- hflPBCPAodCBtBP^ C3CP 

r^Tn^jilag <Jem«rt k a general pmpoae ifigfal cnmpcirr hiving (he demote shown in 
FK3L 19 except for non-vol^ storage <lev^ 

purpo*c digjfil ccrapnter of (he typo shown in FIG. I9opentfirtgmidoreontrtdof 



figure 19 U a block diagram that flhstrates a ccanpotersyatem 1900 upon wfuch 
i qi CBSbo dllBCnt Qfthfj H' iwj> *' ft ft maybe fanptanetttedi Opi^f 1 *** fy*r^*i* 10QQ infJmtea a 
baa 1902 or other oomm nnkifi o fl cvrcharu'sm fee com muiirf a trn g mfhrmttion. ted a 
processor 1904 cotspled with tms 1902 mrpiociessfaigmfinnalion. Compote system 

3 memory (RAM) or 




1904. Main memory I906ah«maybemedfbr 



mstroctkos to bo executed by proocw 1904. OraqMtoiystanl900ftitemchide»a 
rcad ariy memory (ROM) 1 908 or other nt*tic ctortgo dcrico coaplod to buj 1 902 for 
Hoeing eutk infbnmttkm tod rrxoroctioos for processor 1904. A storage device 1910, 
audi is a magnetic dfak or optical disk, fa provided end co^kd to bos 1902 &c storing 



Compoter system 1900 may be coupled via bus 1902 to a display 1912, such as a 
calbode ray tube (CRT), for rfbplrymg hfcrmstiori to a compoter u*x An input device 
1914, mctoding ilphamuneric and other fccyi, fa cocpled to boa 1902 fig cowmimirating 
jo fi n Ba t i an m tntnTMi selections tn processor 1904. A n octr Qf peofoatrmpot 
device fa cmaor control 1916, crjch^ 

g directioc information tod command selections to processor 1904 ntd ftc 
it on display 1912. Thfa mjxrt device typically bn two 

a first aria (c*, a) and a second axis yX that allows 
the device to s pera fy po nli c Bi ina pfarwi 

The invention is related to fits oso of compoter system 1900 fist controQxng an 
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<n extensible eonpnlng system npviWby compote fa tt*om^ 

processor 1904 executing one or men nqneoeesefflOfl«metBiBatnctioiiieaairiiMdiifc 

story 1906 ftcm snotber 
el9ia BxeeatnieftbeieqBeocesof 
f 1906 causes processor 1904 to perform the 
process tfejtf described berem. (ta or nurc processors fn tmstti-pnxcsstng 



uiainuieiuuy 1906. fn»iiMiu»iiwft*i'nTii | iHii|^it« j haM-»pi^^ crotntrypisy bensodin 
piece of or m combination with software ™ft«tA«« |q TmpVpmrrt ftm nffTTtfkra_ Una, 




o-*oleiile mcdit mrindra. fix oncpio, optical or magnetic 
data; each as sto re y deric c 1910 Vofatilo media mctada dynamic memory, «ach as 



cip1ki,iQ(jDdinsew wires that ccRnpdse bus 1902. ftaasaussioa media can also take mc 



Ongnmtm focroa of oocnpufer-readabb media irxtodc, fa ecugrplo, * floppy ditfc, 4 
Qextbfe disk; bard disk; magnetic tB&<smvcfam&±6ieatinim,*<3>jLOM,wny 
other opbadmediia^pc^ 
crf~bo>eiaKAftd,slR<M^B]^ 

cartridge, a carrier ware n described hereinafter, or any other medium from whicb 8 

• VanotasratfcoDmiitern^ 
ojCtteiwjneoceaofonearnKrxmsfnK^OM For 




cosrmt&odxlaCDKnmfixrcd signal. An infrared detector coasted to bos 1902 can 
reccro the data earned mfbemfrared signal and place (be data on boa 1902. Bus 1902 
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carriea (he (fata to main memory 1906, from which processor 1904 retrieves and exeectes 
fcsinstroctkes. The mstractkma nxxocd by msm manaty 1906m«yopdtxjillybo 
stored cxi storage device 1910 either before cr after execution by processor 1904. 

Conrputcr tystan l900ihofadDdcifcC0OUOiiiBttifaiilBtefte6 1 91 8 coupled to 
bet 1902. Connmuncatioo tottrface 1918 provides i two-way data t^mnsinkatf oo 
coupling tn a network link L920 foil is connected to a k>cai network 1 922. For example, 

oramodcmtoTgr/ridcadJifrrtmir^^ 

network (LAN) cad to Btovide a datft ccwunmnif JtKm cooOQCfton to > compatible LANl 
Wireless finks rosy also be srrrrdarjesied. to. my roch im ptomeiit iticp , o 
interface 1918 s 

Network Kuk 1920 tjpScsffly provides dstecxa miu i nsjt i fn C 
networks to other data devices. For example, network fink 1920 nay provide* 
emoedioa through toed oetwak 1922 toft ktfeanpate 1924 «^ 
operated by sa Internet ScsvieeftovidfcOBP) 1926. BP 1926 to torn provides data 
p pnamfctfoo — Hmwr^t the nklitii le picfaft data rannnamicatiop network now 
commcoty referred to «s tbolntemer 192S. Local wXwork 1922 sod Internet 1928 bodx 
aw elrctncal, eleetromagortxi or cplkal agnail that cany digital dxta ctrexna. The 
Signals through the various networks and tbesign»lionia*^Eial920sndtbjongJi 
r .« , v . ^n ^- a tinn trrtiyftftw 191 R, »WA carry fhn ffipfad dill, to and &OC1 WAiilUltM SVStem 

1900k mi 




The xecetved ccdo njay bo execoJed by processor 1904 as it is received, andtoc 
stored to storage device 1910, or calwrjo^ lathis 
manner, uupuler system 1900 nay obtain appBcatton cede in the form of a carrier wave. 

The co mputing grid disclosed herein may be compared ooo ce pfnal l y to toe pnbhc 
dectrfcrxwer network tbatuao Thepower grid provides 
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pcircsoi/tta&s 



a mri t b ie nmn a fibriraoypa r fa o to obtain power cervices (nroogh a single wide-scale 



the power grid, powCT cocumirfi dO"DQt nxJcpendcnfly nccxagc their own personal power 
eqmpfoccL For emupLe, tbac ia no reason fig * ntiKty onnscnxT to nm a pcraocii power 
gcocntor it to facibty, or hi > duped flriSty and nwrago its capacity and gro wt h on an 
individual basis, rotfrad, ftp power grid enables flic wide aqih distrihnrion of power to 
vast seguka^s of flip populataa^ thcieby providiQg great cccarcuiucs of scale. SnnQiity, 
flia ooHipgDiMj grid djadpaed ^ wrw * n m provide a«iij«iiinjj uj www ^ Md segments *«f 

In the foregoing tpcpjfll Jlkw^ Aft mVCOPOnlMB bCCO, dfMlribfd Tltfl Tf ftirw'ft tft 

Specific wiibodifiirrli ftcxooC It howsvts, b** g*t<t«wf i^«t »n fam ny^fy'ftiiirif y* 1 ** 
cl i iiftgr t may be made tocto wiftxmt departing from the broader spirit and tcope of the 
nvcntML The ipeoficstiDn and drawings arc, accordingly, to be regarded in an 
ilhtftrarivc rather flan a restrictive tense. 



power infrastructure. Si m fltriy, the i 



fling grid disclosed herein pcovidca cany o ting 
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CLAIMS 



What is cHim cd ic 
I. A control 



coupled to then 



b a fiat logical 

resource gioop fiat ccirtmns a first sobset of processing resources sod a 
first subset of storage scsoorcos by 

selecting tbe first subset of processing rwjurvaa from * set of p ro ces sin g 



*decting tbo first subset of (toi*go resources from * sot of storage 



erasing the first subset of processing resources to bo < <mui mricatb dy 
coupled to (ho first s ub s et of storage lesovnoes. 

2. A ccctndspparolixj as recited mCWm 

at master oonrfol process excepting on one or irsra processor end the cos or 



bone or n 



stetproi 



ami, 
tad the one or 



4» A control apparatus as inci te d in Clsiro 1» w fcu si ft 
is configured to> based opon slave control process 
dynarnictlly rrasrign control, between (he oca or 



5. A control tpparatna as recited in Qaim L,wherem the master ccaatrcjTnfrhmwn 
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dynamic^ tUoqato cms or mcro td& 



a control mocha 



roocrcea and one or more itocagp resomoci from the subset of startup 
reaocrcci to tho one or more adVIMooal <bve c ontro l n 



6, A control apparatus >s recited m Claim 1, wbzrcni the tmsta 
is configured to, based upoc drre control procett medumisn 



pjuticotar storage re sources from the tabcet of storage rcsoci 
prevTrnaJy mtgnttl <n «w» nr ww* p^TtTr"**T trtgvr control n 
JIuni flhCQQB OT 12)010 lllVO GOBfrol Tl^ r t 1 ^ ni * tllfc * lr 



7. A control apparatus ts recited in Cbim I, wbertin (be master control mechanism 



detenmno i ■ Inti a of tho one or more slave control i 



tf fte one or [HOTC jmili ailur «W mtml imri^Am. CMmOt ^ TTT**T»-1 

then 

initiating ooo or more pcw slave control mrchfrmsrm, and 



to the one or more new slave control s 



8. 



A control sppnstns as recibad in CUim cos oin^akro control 

determine a rtatrw of tho master c on tro l l occnsiB SBjU and 
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a filled or is do longer fimcttocnig property* 



9. A conb^ iyiMiiAia n tooted mQpm 1, herein (he coo or lncro mstrW jutMi 
from the master control mecfcuBSni ire generated based upon expected jui^owug 
tod storage retprirrmfJiti far the first logjeal resource group* 

10l A control apparatus as recited id Cbnn l« w her ein (he one or more shwe control 
taecbmisni* arc Author configured to, in response to foe coo or moat nutrtxtiatri 
from (he master eoatwlincolM ri ^pcrfbimmofbllowwg: 
dynanrioDy chmgp fte rjrnnbei of processing icsoorces in die fint wheel of 



dyojonc&Oy change the number of storage resooxces mine rust subset of storage 



processing resources end (he fist subset of storage tesomoes to reflect 
changes in tbenQmbor of proocssmg resources in the first subset of 

pfWMrng n-*mrm and th*> tmrJhtr nf atnntgw TBMnwei fal The fint fobact 

11. A txmtiu l a pparatu s as recited in Qaim 10^ wtmm c hange s to the Ou in l ^* of 
processing resources in the first subset of processing icsoorces sad the number of 
atorago resources in the first snbset of storage resources ia matmuted by the nvvi U a 
control mechanism baaed upon actual tetdmgc^thctnst subset of processing 
resources and first subset of *U»AgB resources. 

12. A control apparent* at recited in Claim i, wherein the one or more thrve control 
mn hsprsms fo*^***' rrm^^nrpA >n [ m rcyonso to mo one or more tnatrortnms 
fiom (be master control mechanism, establish a seco nd logical resource group that 



raoanfeafrehrisol 
trom tbo fint logical resource group, by. 
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sriwrtiii g the second snbset of p rorrtsn g resources from the sot of 
crlwfing the teennd oah«t rf rtrmge rescucta mm «»» *»f pffw»f 



canting tha tOOOOd oihtrt pf prOCC mung remmfct* to bOCOIBnggricairrely 

cou pl ed to the troond of stooge rciuuivcs. 

13. A control appaxilus is rented in Qcm 12, wherein: 

flto fiist subset of processing momces is coannminiativetycotqilodtDthefint 
snteofrtoragcresoorcciiitmgoncOT 



s is conmsmfcativefy coopkd to (he 
second subset of staag ei c jumcs nsmglhcoBO or more SAN switches, 



thcKw^togbtlraccrccgroBpu 

lo£ic&l resource group "^thj (BSB^S 8 0 DBP ^ 

14. A control eppjratos as recited in Oain 1 3 , wbman SAN ™mrT 3 i, pcrfoimcd 
using port4cvd SAN zoning or LUN ]crd SAN raxing. 



cocpted to 4 central control 




16. A mrthod for managing processing resource* comprinng the steps o£ 
initiating s masts control mechanism; sad 

initiati ng one 01 more tbve control mechanism* con imm ncativciy coaled to flic 
ouster control rnrrtigniim and being txmfigarad to, in napooac to one or 
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loped raoon poop lfc*t eontrfus o first enbset of proccssrog leoooroes 
tod a first sdbset of stonjp resources byi 

sslwtfnig flio fint srinct of pmccMirtg lesourees ftoct > set of processing 
urTfudipg fee first satosct of itmgs resources from t set of stooge 



cbbsbh the fint tdbsol of pcoccscsg resources to be comuBoioiiwely 
coop lc d, to etetjtstiatert of stcssigD resou rce s. 




18. A method n recited in Qjctd 16, w h e rein; 



minting quo of mow sfawc control o 



19. A method m recited io Gtafap 16, fLittkey comprising thoipjgtercouaol 

mnlici i [ aiii dypcuicsUy re n i ri g nDi g contr ol, btttd upec risre control process 
Tnarhirnsni hwfrn& between fl» one or more shye control roochinisnts, ofosoor 
more p rooB^dn gMwcci ftooi the subset of prpccssBig resources end oncer 



A method «s recited in China 16, farther enmprfrmg the 




set from the subset of 
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21. A mcthud ts recited mQabD 16, farther compimug 

i raiin g ro ng control to bob or more other ihwc cmitrol mccbanurni from the one or 



that were 



TCSOQTCCS ftODH tbo I Pb cct Of pWCCTB iVg I 

parttcoiBrftaagc resources fli 
prcvioQttjf assigned to quo or i 




22. A method, is recited in Qstm 16» finther oooiprisnig tbo zoMSta control 



- Qepspflrfprng a atalM of the one or more slave control rnocoaflimaj 
if one or more partic ular atavo ooutoil nrcchanmas fiom the one or more riavc 

OQIltJCl MBOhaDUUtt BTC DOt ieSpQOdlSg QT fizDCttaZUDg COrTCCtiy, tfatD 

ittfinpting to restart the aoe or more particular riave ccailrul b 



if the pop or more par ticular elevo control n mJ u m j a ios cannot pc restarted. 



rcasatgoisg ooctrol of p 




from the odo or to 

to fin odd or nsoro new clave control o 



23. A method as recited in Chun 16» further compulsing the ooe or more ibwe control 



if tt** rnaaler control 
electing anew 
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wotutnas Fcnraoi/wtM 

24, A method n recited in Claim 16, wbercin Che auo or rooco bstnffriaQi from do 



fiv (he first logical retoazoe group. 



25. A imahod created inChim 16, figtto 

1 t l ff | i Pfi 7i. i (i i i twi«ytBiiBtpihfl(MieQrinoreti^TictioM from tho natter control 




of storage: 



26. A metr^n noted m Claim 23, «ha«b 

. resources in the first sobtet of i&asawtaoaioawMl1tcmnoibcr<**txM9i 

nechaniam based in^actoal of tha fint mobs** of tgporarin* reaoeroa 
tod first 8iit>4ft of storage rootxreea. 

27. A miAod m recited in Cl*im 16, ftgtfaq- comprising tfaa<^ or more rigrcamtroi 
n y ^i^^ ift ir *| M Wif ff fr? fly "Tore nretractkmi fign fee master control 
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meet to t» 

coup led to the loeend subset of storage resources. 

28. A method a recited in Claim 27, wherein; 

the first subset of processing mpmi w it oomniaiiealneiy coupled to tbo fist 
subset of storage nmsa wing one or mare storage area artwork (SAN) 



the second subset of processing resources is commimk*0>dy coupied to the 

socood subset of stoxigo resources using the one cr more SAN switches, 
and 

the second logical resource grocp is comnmmcalively lariated from the first 
logical mumo gtuupniPgtagtmgaodSANinomg. 

29. Amemodas recited m Clitel^vherenSANzoi^itperftamedasivpott- 
Irrci SAN zoning or LUN lovd SAN cooing. 



3a 

the paster control mechanism ii ccrnangrkafirefr coupled to a central control 



the master pr>nfT "f pwJwip mi t« configur ed frfr ptfYidf fa ao mg fr fr rr w fiw th e 
first logical reae nw a B*"pp to the centre) rneeharttam, and 

the master control mcchxnism it finHicr configured to generate tbo ooc or moro 
instnxctiens fir (he one or more dare cocdrol mechanisms based *$rao» 
or mew central control uttUuctious received from the centra] control 
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PCTrtEOl/lStSJ 



wdofiatioboatof tfongpiema m by 

■dectiqg (ho finl what of processing resource* to a set of irocasing 



idsctii«tefiistsMorriaitgBieaoinceifi«n«trtofiioago 

(UQUICV Hid 

causing the fint wfaeet of processing resomoct to be a Mirrnniiic i tm ry coupled to 
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